
 



 



7. Other Documents 
 
This section provides an overview of some of the contributions that have been made by 
members of civil society, such as learned scientific bodies, think-tanks, academics and other 
researchers, to strengthen the regime against biological weapons, and the norm embodied 
within the BWC. Historically, BW issues have not attracted civil society involvement on a 
scale comparable to their involvement in nuclear disarmament but those that are active form 
a highly specialised, albeit small, part of global civil society. Provided in this section of the 
Briefing Book are a number of documents produced by non-governmental actors, among 
them some by the authors of this Briefing Book. This is by no means intended as a 
comprehensive list but rather as an illustration of the contribution that civil society can make 
to strengthen the norm against the deliberate use of disease to attack humans, animals or 
plants. Other organizations that are particularly active in this field include the BioWeapons 
Prevention Project (BWPP – www.bwpp.org), the Department of Peace Studies at the 
University of Bradford (www.brad.ac.uk/acad/sbtwc/) and the Stockholm International 
Peace Research Institute (SIPRI – www.sipri.org). 
 
Harvard Sussex Program 
 
The Harvard Sussex Program on Chemical and Biological Weapons (HSP) is an inter-
university collaboration seeking to instil the traditions, practices and benefits of scholarship 
into the formation of public policy on issues involving biological weapons, and has 
contributed for over thirty years to debates regarding maintaining and enhancing the moral, 
political and legal constraints and prohibitions against the use of disease.  
 
Recognising that the international conventions which prohibit biological weapons – the BWC 
and the CWC – are directed primarily to actions of states, and address the matter of 
individual responsibility to only a limited degree, and that the Convention for the 
Suppression of Terrorist Bombings or the Rome Statute of the International Criminal Court 
do not adequately remedy these deficiencies, HSP has been considering how international 
legal methods might be applied to the governance of dual use bio-technologies. Starting in 
1996 and at workshops in 1997 and 1998, with advice from an international group of legal 
authorities, HSP has developed a draft convention that would make it a crime under 
international aw for any person knowingly to develop, produce, acquire, retain, transfer or 
use biological weapons or to order, direct or knowingly render substantial assistance to those 
activities or to threaten use of biological weapons. Under such a convention any person who 
commits any of the prohibited acts would face the risk of apprehension, prosecution and 
punishment or of extradition should that person be found in the territory of a state that 
supports the convention.  
 
The proposed convention would oblige each state party to: i. establish jurisdiction with 
respect to the specified crimes extending to all persons in its territory, regardless of the place 
where the offence is committed or the nationality of the alleged offender; ii. investigate, upon 
receiving information that a person alleged to have committed an offence is present in its 
territory, and iii. prosecute or extradite any such alleged offender if satisfied that the facts so 
warrant. The basic legal obligations to establish jurisdiction and to extradite or adjudicate are 
already included in international conventions now in force for the suppression and 
punishment of international crimes including aircraft hijacking and sabotage (1970 and 
1971), crimes against internally protected persons (1973), hostage taking (1979), theft of 
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nuclear materials (1980), torture (1984), crimes against maritime navigation (1988), and 
terrorist bombings (1998). 
 
The Harvard Sussex Draft Convention was presented by the Netherlands to the Public 
International Law Working Group (COJUR) of the Council of the European Union at its 
meeting of 31 January 2002 where it was agreed that delegations would submit the proposal 
to their governments for consideration. Shortly thereafter international criminalization was 
included as one of eleven measures proposed for consideration in the UK government’s 
consultation paper on biological weapons issued on 29 April 2002 by the Secretary of State 
for Foreign and Commonwealth Affairs. A further statement from the UK government, 
indicating its support for the measure, is contained in a memorandum of 18 November 2002 
for the Foreign and Commonwealth Office to the Foreign Affairs Committee of the House of 
Commons. 
 
The text of the Harvard-Sussex Draft Convention is included in this section of the Briefing 
Book and more information is available at www.sussex.ac.uk/Units/spru/hsp/Harvard-
Sussex-Program-draft-convention.htm  
 
InterAcademy Panel 
 
The InterAcademy Panel on International Issues (IAP) is a global network of 92 national 
science academies launched in 1993 and based in Trieste, Italy. Stimulated particularly by the 
BWC’s intersessional process agenda item on codes of conduct, the IAP’s Executive 
Committee appointed a working group on biosecurity in 2004 to develop a statement of 
principles that could guide IAP member academies and other scientific bodies in developing 
codes of conduct. The working group, chaired first by the Accademia Nazionale dei Lincei of 
Italy and then by the Royal Netherlands Academy of Arts and Sciences, also included 
members from the national academies of China, Cuba, Nigeria, the UK, and the USA. In its 
statement on biosecurity released in December 2005, the IAP presented principles to guide 
individual scientists and local scientific communities that may wish to define a code of 
conduct to reduce the risks that biosciences research could be misused for biological 
weapons or bioterrorism. The IAP statement on biosecurity is included in this section of the 
Briefing Book. These principles have been endorsed by more than 65 national science 
academies, including those representing Australia, Canada, China, Cuba, France, Germany, 
India, Japan, Pakistan, Switzerland, the UK and the USA.  
 
In September 2006, the IAP, the International Council for Science and the Royal Society held 
a workshop in London on new scientific and technological developments relevant to the 
operation of the BWC. The workshop was attended by 84 experts from 23 countries. A 
statement from the workshop is available at www.interacademies.net/?id=6403 and a full 
report will be presented to States Parties during the Sixth BWC Review Conference. 
 
The National Academies 
 
The US National Academies (which consists of four organizations, the National Academy of 
Sciences, the National Academy of Engineering, the Institute of Medicine and the National 
Research Council), brings together committees of experts in all areas of scientific and 
technological endeavour to address critical national issues and give advice to the US 
Government and the public.  
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In 2002 the National Research Council convened the Committee on Research Standards and 
Practices to Prevent the Destructive Application of Biotechnology, to consider ways by 
which an appropriate balance between scientific openness and the restriction on public 
information needed to safeguard security could be achieved. Under the chairmanship of 
Professor Gerald Fink of the Whitehead Institute for Biomedical Research at the 
Massachusetts Institute of technology (MIT), the committee held six meetings between April 
2002 and January 2003. As well as reviewing information available from public literature, 
there were opportunities for representatives from the National Institutes of Health, the 
Executive Office of the President, governmental and non-governmental technical and policy 
experts, educators and private consultants to brief the Committee about their views on the 
topic. The Committee published its final report, Biotechnology Research in an Age of Terrorism: 
Confronting the Dual Use Dilemma, in October 2003. The report contains seven key 
recommendations under the following headings: 1. Educating the scientific community; 2. 
Review of plans for experiments; 3. Review at the publication stage; 4. Creation of a National 
Science Advisory Board for Biodefense within the US Department of Health and Human 
Services; 5. Additional elements for protection against misuse; 6. A role for the life sciences in 
efforts to prevent bioterrorism and biowarfare; and 7. Harmonized international oversight. 
These recommendations are summarized in the report’s executive summary which is 
included in this section of the Briefing Book. The full text of the report is available at 
www.nap.edu/catalog/10827.html  
 
Under the co-chairmanship of Stanley Lemon of University of Texas Medical Branch at 
Galveston and David Relman of Stanford University, the Committee on Advances in 
Technology and the Prevention of their Application to Next General Biowarfare Threats, an 
ad hoc committee of the National Research Council and the Institute of Medicine, was 
convened in February 2004 to examine current trends and future objectives of research in the 
life sciences as well as technologies convergent with the life sciences enterprise from other 
disciplines (e.g. nanotechnology), that may enable the development of a new generation of 
biological threats over the next five to ten years, with the aim of identifying ways to 
anticipate, identify, and mitigate these dangers. The committee released its final report, 
Globalization, Biosecurity and the Future of the Life Sciences in January 2006. The report contains 
five main recommendations which are summarized in its executive summary included in 
this section of the Briefing Book. The full text of the report is available at http://newton.nap.  
edu/books/0309100321/html/ 
 
The principal difference between the Fink Committee report and what became known as the 
Lemon-Relman report is that the former concentrated on issues pertaining to the regulatory 
oversight of research employing biotechnology and the flow of scientific knowledge derived 
from the use of biotechnology, with a focus on the USA. In contrast, the Lemon-Relman 
report adopted a more global perspective, addressing the increasing pace of advances in the 
life sciences and related and convergent technologies which are likely to alter the biological 
threat spectrum over the next five to ten years and broadly consider ways to prevent or 
mitigate the consequences of malevolent exploitation or naïve misapplication of these 
technologies. 
 
Verification Research, Training and Information Centre 
 
The Verification Research, Training and Information Centre (VERTIC) is a London-based 
NGO founded in 1986 that promotes effective and efficient verification as a means of 
ensuring confidence in the implementation of international agreements and intra-national 
agreements with international involvement. VERTIC aims to achieve its mission through 
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research, training, dissemination of information, and interaction with the relevant political, 
diplomatic, technical, scientific, academic and non-governmental communities.  
 
In October 2004, VERTIC wrote a report for the WMD Commission which identified a range 
of mechanisms that could improve the implementation of the BWC (Enhancing BWC 
Implementation: A Modular Approach). In 2006, VERTIC produced a new report which updates 
the 2004 study and assesses the possible mandates for, and the responsibilities and 
requirements of, the modular mechanisms that have been identified to strengthen the 
biological weapons regime (Verification Matters no. 6, A New Strategy: Strengthening the 
Biological Weapons Regime Through Modular Mechanisms).  
 
This report proposes that States Parties adopt a modular approach to strengthening the 
BWC. Each of these mechanisms can stand alone and make an effective contribution to the 
efforts of States Parties to achieve biological disarmament. VERTIC proposes that, together, 
they offer synergistic benefits and interconnections that would be of even greater benefit and 
encourages States Parties to examine each modular mechanism on its own, but also to look 
for connections between the proposals. Seven modular mechanisms are proposed:  
 

1. The establishment of a national authority and contact points in each State Party 
for implementation of the BWC;  

2. The continuation of the BWC staff arrangement under the United Nations 
Department for Disarmament Affairs and a modest expansion in its functions and 
responsibilities;  

3. The establishment of convention implementation advisers to coordinate advice 
and assistance to States Parties across all articles of the BWC;  

4. The creation of a scientific and technical advisers’ network (STAN) to consider, 
review and communicate to States Parties practical ways of addressing any issues 
arising from scientific and technological developments that effect the Convention 
and its implementation;  

5. The creation of a legal advisers’ network (LAN) to help all States Parties to 
improve their national laws to implement the BWC;  

6. The creation of a CBM unit to increase the number of returns from States Parties 
and to improve the quality of the information in the CBMs; and  

7. The establishment of a group of experts to consider the issues related to 
investigations and inspections under the BWC. 

  
The executive summary of the report is included in this section of the Briefing Book, and the 
full text of the report is available at www.vertic.org/publications/VM6.pdf
 
WMD Commission 
 
In 2003, the WMD Commission, an independent international commission, was charged by 
the Swedish Government to examine how the world could tackle the problem of weapons of 
mass destruction. Chaired by Dr Hans Blix of Sweden, the WMD Commission comprised 
fourteen commissioners. The Commission held ten formal meetings around the world 
between January 2004 and March 2006. As part of its outreach efforts, the Commission also 
organized eight seminars and panels. To support its work, the group commissioned 41 
working papers from experts on nuclear, biological and chemical weapons and their delivery 
systems. More information on the WMD Commission, including details of the 
Commissioners and the working papers provided to the Commission, are available on its 
website at www.wmdcommission.org The Commission was tasked with identifying 
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desirable and achievable directions for international cooperation and presenting realistic 
proposals aimed at the greatest possible reduction of the dangers of weapons of mass 
destruction. In the case of the latter, the scope of the investigation was comprehensive and 
included nuclear, biological, chemical and radiological weapons and the means of delivering 
them, as well as possible links between these issues and terrorism.  
 
After two years of deliberations, the WMD Commission completed its final report, Weapons 
of Terror: Freeing the World of Nuclear, Biological and Chemical Arms, which Hans Blix launched 
by presenting it to the UN Secretary-General on 1 June 2006. A copy of the full report is 
available on the internet at www.wmdcommission.org/files/Weapons_of_Terror.pdf  In the 
chapter on biological weapons in Weapons of Terror, the Commission offered thoughts and 
recommendations on the prohibition of biological weapons, and prospects for the future, 
which included topics such as strengthening the role of the BWC, national implementation 
issues and the role of life sciences and life scientists. This section of the Briefing Book 
includes the BW chapter of the Commission’s final report. 
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DRAFT CONVENTION ON THE PREVENTION AND PUNISHMENT OF THE CRIME OF 
DEVELOPING, PRODUCING, ACQUIRING, STOCKPILING, RETAINING, TRANSFERRING ORUSING 

BIOLOGICAL OR CHEMICAL WEAPONS 
 
  
 
 

PREAMBLE 
  
 
 
The States Parties to this Convention, 
  
Recalling that States are prohibited by the Geneva Protocol of 1925, the Biological Weapons 
Convention of 1972 and the Chemical Weapons Convention of 1993, and other international 
agreements, from developing, producing, stockpiling, acquiring, retaining, transferring or 
using biological and chemical weapons, and that these prohibitions reflect a worldwide norm 
against these weapons; 
 
Recognizing that any development, production, acquisition or use of biological or chemical 
weapons is the result of the decisions and actions of individual persons, including government 
officials, and that these activities are within the capability not only of States but also of other 
entities and of individuals; 
 
Affirming that all persons and entities should be prohibited from engaging in these activities, 
and should be subject to effective penal sanctions, thereby enhancing the effectiveness of the 
Geneva Protocol, the Biological Weapons Convention and the Chemical Weapons 
Convention; 
 
Reaffirming that any use of disease or poison for hostile purposes is repugnant to the 
conscience of humankind; 
 
Considering that biological and chemical weapons pose a threat to the well-being of all 
humanity and to future generations; 
 
Resolving that knowledge and achievements in biology, chemistry and medicine should be 
used exclusively for the health and well-being of humanity; 
 
Desiring to encourage the peaceful and beneficial advance and application of these sciences 
by protecting them from adverse consequences that would result from their hostile 
exploitation; 
 
Determined, for the sake of human beings everywhere and of future generations, to eliminate 
the threat of biological and chemical weapons; 
 
Have agreed as follows: 

 



ARTICLE  I 
 
1. Any person commits an offence who knowingly: 
 
(a) develops, produces, otherwise acquires, stockpiles or retains any biological or 
chemical weapon, or transfers, directly or indirectly, to anyone, any biological or chemical 
weapon; 
 
(b) uses any biological or chemical weapon; 
 
(c) engages in preparations to use any biological or chemical weapon; 
 
(d) constructs, acquires or retains any facility intended for the production of biological or 
chemical weapons; 
 
(e) assists, encourages or induces, in any way, anyone to engage in any of the above 
activities; 
   
(f) orders or directs anyone to engage in any of the above activities; 
 
(g) attempts to commit any of the above offences; 
 
(h) threatens to use biological or chemical weapons. 
 
 
 

ARTICLE  II 
 
1. Nothing in this Convention shall be construed as prohibiting activities that are 
permitted under: 
 
(a) the Convention on the Prohibition of the Development, Production and Stockpiling of 
Bacteriological (Biological) and Toxin Weapons and on their Destruction, of 10 April 1972, or  
 
(b) the Convention on the Prohibition of the Development, Production, Stockpiling and 
Use of Chemical Weapons and on their Destruction, done at Paris on 13 January 1993, or 
that are directed toward the fulfillment of a State’s obligations under either Convention and 
are conducted in accordance with its provisions. 
 
2. In a prosecution for an offence set forth in Article I, it shall be a defense that the 
accused person reasonably believed that the conduct in question was not prohibited under 
this Convention. 
 
3. It is not a defense that a person charged with an offence set forth in Article I acted in 
an official capacity, under the orders or instructions of a superior, or otherwise in accordance 
with internal law. 
 
 

 
 
 

ARTICLE  III 
 

For the purposes of the present Convention: 
 



1. Biological weapons means: 
(a) microbial or other biological agents, or toxins whatever their origin or method of production, 
of types and in quantities that have no justification for prophylactic, protective or other 
peaceful purposes; 

 
(b) weapons, equipment or means of delivery designed to use such agents or toxins for hostile 
purposes or in armed conflict. 
 
2. Chemical weapons means the following, together or separately: 
 
(a)  toxic chemicals and their precursors, except where intended for: 

 
 (i) industrial, agricultural, research, medical, pharmaceutical or other peaceful 

purposes; 
  
 (ii) protective purposes, namely those purposes directly related to protection against 

toxic chemicals and to protection against chemical weapons; 
  
 (iii) military purposes not connected with the use of chemical weapons and not 

dependent on the use of the toxic properties of chemicals as a method of warfare;  
  
 (iv) law enforcement including domestic riot control purposes, 

 
 as long as the types and quantities are consistent with such purposes. 

 
(b)       munitions and devices, specifically designed to cause death or other harm through the 
toxic properties of those toxic chemicals specified in subparagraph (a), which would be 
released as a result of the employment of such munitions and devices; 

 
(c)  any equipment specifically designed for use directly in connection with the employment 
of munitions and devices specified in subparagraph (b). 
 
3. Toxic chemical means any chemical which through its chemical action on life 
processes can cause death, temporary incapacitation or permanent harm to humans or 
animals.  This includes all such chemicals, regardless of their origin or of their method of 
production, and regardless of whether they are produced in facilities, in munitions or 
elsewhere.  
 
4. Precursor means any chemical reactant which takes part at any stage in the 
production by whatever method of a toxic chemical.  This includes any key component of a 
binary or multi component chemical system, that is to say, the precursor which plays the most 
important role on determining the toxic properties of the final product and reacts rapidly with 
other chemicals in the binary or multi component system.  
 
5. Person means any natural person or, to the extent consistent with internal law as to 
criminal responsibility, any legal entity. 
 
 

ARTICLE  IV 
 
Each State Party shall adopt such measures as may be necessary: 
 
(a) to establish as criminal offences under its internal law the offences set forth in Article I; 
 



(b) to make those offences punishable by appropriate penalties which take into account 
their grave nature. 

 
 

ARTICLE  V 
 
1. Each State Party to this Convention shall take such measures as may be necessary to 
establish its jurisdiction over the offences set forth in Article I in the following cases: 
 
(a) when the offence was committed in the territory of that State or in any other place 
under its jurisdiction as recognized by international law; 
 
(b) when the alleged offender is a national of that State; 
 
(c) when, if that State considers it appropriate, the alleged offender is a stateless person 
whose habitual residence is in its territory; 
 
(d) when the offence was committed with intent to harm that State or its nationals or to 
compel that State to do or abstain from doing any act; 
 
(e) when the offence involved the intentional use of biological or chemical weapons and a 
victim of the offence was a national of that State; 
 
(f) when the offence involved the intentional use of biological or chemical weapons 
against any persons, irrespective of their nationality. 
 
2. Each State Party shall likewise take such measures as may be necessary to establish 
its jurisdiction over the offences set forth in Article I in cases where the alleged offender is 
present in its territory and it does not extradite such person pursuant to Articles VII and VIII. 
 
3. This Convention does not exclude any criminal jurisdiction exercised in accordance 
with internal law, including any internal law giving effect to Article I. 
 
4. Jurisdiction with respect to the offences set forth in Article I may also be exercised by 
any international criminal court that may have jurisdiction in the matter in accordance with its 
Statute. 
 
 

ARTICLE  VI 
 

1. Upon receiving information that a person who has committed or who is alleged to 
have committed an offence as set forth in Article I may be present in its territory, a State Party 
shall take such measures as may be necessary under its internal law to investigate the facts 
contained in the information. 
 
2. If it is satisfied that the circumstances so warrant, a State Party in the territory of which 
an alleged offender is present shall take that person into custody or shall take such other 
measures as are necessary to ensure the presence of that person for the purpose of 
prosecution or extradition.   
 
3. Any person regarding whom the measures referred to in paragraph 2 are being taken 
shall be entitled to: 
 
(a) communicate without delay with the nearest appropriate representative of the State of 
which that person is a national or which is otherwise entitled to protect that person's rights or, 



if that person is a stateless person, the State in the territory of which that person habitually 
resides; 
 
(b) be visited by a representative of that State; 
 
(c) be informed of that person's rights under subparagraphs (a) and (b). 
 
4. The rights referred to in paragraph 3 shall be exercised in conformity with the laws 
and regulations of the State in the territory of which the offender or alleged offender is 
present, provided that the said laws and regulations must enable full effect to be given to the 
purposes for which the rights accorded under paragraph 3 are intended. 
 
5. When a State Party, pursuant to the present Article, has taken a person into custody, 
it shall promptly notify, directly or through the Secretary-General of the United Nations, the 
States Parties which have established jurisdiction in accordance with Article V, paragraph 1, 
subparagraphs (a) through (e), and, if it considers it advisable, any other interested States 
Parties, of the fact that such person is in custody and of the circumstances which warrant that 
person's detention.  The State which makes the investigation contemplated in paragraph 1 of 
the present Article shall promptly inform those States Parties of its findings and shall indicate 
whether it intends to exercise jurisdiction. 
 
 

ARTICLE  VII 
 
1. The offences set forth in Article I shall be deemed to be included as extraditable 
offences in any extradition treaty existing between States Parties.  States Parties undertake 
to include those offences as extraditable offences in every extradition treaty subsequently 
concluded between them. 
 
2. If a State Party which makes extradition conditional on the existence of a treaty 
receives a request for extradition from another State Party with which it has no extradition 
treaty, it may, if it decides to extradite, consider this Convention as the legal basis for 
extradition in respect of the offences set forth in Article I.  Extradition shall be subject to the 
other conditions provided by the law of the requested State. 
3. States Parties which do not make extradition conditional on the existence of a treaty 
shall recognize the offences set forth in Article I as extraditable offences as between 
themselves subject to the conditions provided by the law of the requested State. 
 
4. The offences set forth under Article I shall be treated, for the purpose of extradition 
between States Parties, as if they had been committed not only in the place in which they 
occurred but also in the territories of the States required to establish their jurisdiction in 
accordance with paragraph 1, subparagraphs (a) through (e) of Article V. 
 
5. The provisions of all extradition treaties and arrangements between States Parties 
with regard to offences set forth in Article I shall be deemed to be modified as between State 
Parties to the extent that they are incompatible with this Convention. 
 
 

ARTICLE  VIII 
 
The State Party in the territory of which the alleged offender is found shall, if it does not 
extradite such person, be obliged, without exception whatsoever and whether or not the 
offence was committed in its territory, to submit the case without delay to competent 
authorities for the purpose of prosecution, through proceedings in accordance with the laws of 



that State.  Those authorities shall take their decision in the same manner as in the case of 
any other offence of a grave nature under the law of that State. 
 
 

ARTICLE  IX 
 
1. States Parties shall afford one another the greatest measure of assistance in 
connection with investigations or criminal or extradition proceedings brought in respect of the 
offences set forth in Article I, including assistance in obtaining evidence at their disposal 
which is necessary for the proceedings. 
 
2. States Parties shall carry out their obligations under paragraph 1 in conformity with 
any treaties or other arrangements on mutual legal assistance that may exist between them.  
In the absence of such treaties or arrangements, States Parties shall afford one another 
assistance in accordance with their internal law. 
 
3. States Parties may request technical assistance from competent international bodies 
in connection with investigations or criminal or extradition proceedings brought in respect of 
the offences set forth in Article I. 
 
 

ARTICLE  X 
 
None of the offences set forth in Article I shall be regarded, for the purposes of extradition or 
mutual legal assistance, as a political offence or as an offence connected with a political 
offence or as an offence inspired by political motives.  Accordingly, a request for extradition or 
for mutual legal assistance based on such an offence may not be refused on the sole ground 
that it concerns a political offence or an offence connected with a political offence or an 
offence inspired by political motives. 
 
 
 

ARTICLE  XI 
 
Nothing in this Convention shall be interpreted as imposing an obligation to extradite or to 
afford mutual legal assistance, if the requested State Party has substantial grounds for 
believing that the request for extradition for offences set forth in Article I or for mutual legal 
assistance with respect to such offences has been made for the purpose of prosecuting or 
punishing a person on account of that person=s race, religion, nationality, ethnic origin or 
political opinion or that compliance with the request would cause prejudice to that person's 
position for any of these reasons. 
 
 

ARTICLE  XII 
 
States Parties shall cooperate in the prevention of the offences set forth in Article I, 
particularly by: 
             
(a) taking all practicable measures to prevent preparations in their respective territories 
for the commission of those offences within or outside their territories; 
 
(b) exchanging information and coordinating the taking of administrative and other 
measures as appropriate to prevent commission of those offences. 
 
 



ARTICLE  XIII 
 
1. Each State Party shall inform the Secretary-General of the United Nations of the 
legislative and administrative measures taken to implement this Convention.  In particular, 
each State Party shall notify the Secretary-General of the United Nations of the jurisdiction it 
has established under its internal law in accordance with paragraph 3 of Article V.  Should 
any change take place, the State Party concerned shall immediately notify the Secretary-
General. 
 
2. Each State Party shall, in accordance with its national law, promptly provide to the 
Secretary-General of the United Nations any relevant information in its possession 
concerning: 
 
(a) the circumstances of any offence over which it has established its jurisdiction pursuant 
to paragraph 1 or paragraph 3 of Article V; 
 
(b) the measures taken in relation to the alleged offender, and, in particular, the results of 
any extradition proceedings or other legal proceedings. 
 
3. The State Party where an alleged offender is prosecuted shall communicate the final 
outcome of the proceedings to the Secretary-General of the United Nations, who shall 
transmit the information to the other States Parties. 
 
4. Each State Party shall designate a contact point within its government to which other 
States Parties may communicate in matters relevant to this Convention.  Each State Party 
shall make such designation known to the Secretary-General. 
 
 
 
 

ARTICLE  XIV 
 
Any dispute between States Parties concerning the interpretation or application of this 
Convention which is not settled by negotiation shall, at the request of one of them, be 
submitted to arbitration.  If within six months from the date of the request for arbitration the 
parties are unable to agree on the organization of the arbitration, any one of those parties 
may refer the dispute to the International Court of Justice. 
 
 

ARTICLE  XV 
 
1. Ten years after the entry into force of this Convention, or earlier if it is requested by a 
majority of Parties to the Convention by submitting a proposal to this effect to the Secretary-
General of the United Nations, a Conference of States Parties shall be held at [Geneva, 
Switzerland], to review the operation of the Convention with a view to assuring that the 
purposes of the preamble and the provisions of the Convention are being realized. 
 
2. At intervals of seven years thereafter, unless otherwise decided upon, further sessions 
of the Conference may be convened with the same objective. 
 
 

ARTICLE  XVI 
 
1. This Convention shall be open for signature by all States from [DATE] until [DATE] at 
United Nations Headquarters in New York. 



 
 
2. This Convention is subject to ratification, acceptance or approval.  The instruments of 
ratification, acceptance or approval shall be deposited with the Secretary-General of the 
United Nations. 
3. This Convention shall be open to accession by any State.  The instruments of 
accession shall be deposited with the Secretary-General of the United Nations. 
 
 

ARTICLE  XVII 
 
1. This Convention shall enter into force on the thirtieth day following the date of the 
deposit of the [NUMBER] instrument of ratification, acceptance, approval or accession with 
the Secretary-General of the United Nations. 
 
2. For each State ratifying, accepting, approving or acceding to the Convention after the 
deposit of the [NUMBER] instrument of ratification, acceptance, approval or accession, the 
Convention shall enter into force on the thirtieth day after deposit by such State of its 
instrument of ratification, acceptance, approval or accession. 
 
 

ARTICLE  XVIII 
 
The Articles of this Convention shall not be subject to reservation. 
 
 

ARTICLE  XIX 
 
The original of this Convention, of which the Arabic, Chinese, English, French, Russian and 
Spanish texts are equally authentic, shall be deposited with the Secretary-General of the 
United Nations, who shall send certified copies thereof to all States. 
 
IN WITNESS WHEREOF, the undersigned, being duly authorized thereto by their respective 
Governments, have signed this Convention, opened for signature at United Nations 
Headquarters in New York on [DATE]. 
 

 
 
 

The above draft of the proposed convention was prepared during 8-9 August 1998 by a 
working group consisting of James Crawford (Cambridge University), John Dugard 
(Leiden University), Philip Heymann (Harvard University), Matthew Meselson (Harvard 
University) and Julian Robinson (University of Sussex).  It was developed from earlier 
drafts discussed at  Harvard Sussex workshops on criminalizing biological and 
chemical weapons held during 13-14 January 1996 at Harvard University and 1-2 May 
1998 at the Lauterpacht Research Centre for International Law at Cambridge 
University. See The CBW Conventions Bulletin, issue number 42, December 1998. 
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IAP STATEMENT ON BIOSECURITY
Knowledge without conscience
is simply the ruin of the soul.

F. Rabelais, 15321

In recent decades scientific research has created new and unexpected knowledge and
technologies that offer unprecedented opportunities to improve human and animal health and
environmental conditions. But some science and technology can be used for destructive purposes
as well as for constructive purposes. Scientists have a special responsibility when it comes to
problems of "dual use" and the misuse of science and technology.

The 1972 Biological and Toxin Weapons Convention reinforced the international norm prohibiting
biological weapons, stating in its provisions that "each state party to this Convention undertakes
never in any circumstances to develop, produce, stockpile or otherwise acquire or retain: microbial or
other biological agents, or toxins whatever their origin or method of production, of types and in
quantities that have no justification for prophylactic or other peaceful purposes." Nevertheless, the
threat from biological weapons is again a live issue. This statement presents principles to guide
individual scientists and local scientific communities that may wish to define a code of conduct
for their own use.

These principles represent fundamental issues that should be taken into account when
formulating codes of conduct. They are not intended to be a comprehensive list of considerations.

1. Awareness. Scientists have an obligation to do no harm. They should always take into
consideration the reasonably foreseeable consequences of their own activities. They should
therefore:

• always bear in mind the potential consequences – possibly harmful – of their research and
recognize that individual good conscience does not justify ignoring the possible misuse of
their scientific endeavour;

• refuse to undertake research that has only harmful consequences for humankind.

2. Safety and Security. Scientists working with agents such as pathogenic organisms or
dangerous toxins have a responsibility to use good, safe and secure laboratory procedures,
whether codified by law or common practice.2

                                           
1 "Science sans conscience n’est que ruine de l’âme."
2 Such as the WHO Laboratory Biosafety Manual, Second Edition (Revised).
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3. Education and Information. Scientists should be aware of, disseminate information about
and teach national and international laws and regulations, as well as policies and principles
aimed at preventing the misuse of biological research.

4. Accountability. Scientists who become aware of activities that violate the Biological and
Toxin Weapons Convention or international customary law should raise their concerns with
appropriate people, authorities and agencies.

5. Oversight. Scientists with responsibility for oversight of research or for evaluation of projects
or publications should promote adherence to these principles by those under their control,
supervision or evaluation and act as role models in this regard.

These principles have been endorsed by the following national academies of science, working
through the InterAcademy Panel:

• Albanian Academy of Sciences
• National Academy of Exact, Physical  and Natural

Sciences, Argentina
• The National Academy of Sciences of Armenia
• Australian Academy of Science
• Austrian Academy of Sciences
• Bangladesh Academy of Sciences
• National Academy of Sciences of Belarus
• The Royal Academies for Science and the Arts of

Belgium
• Academy of Sciences and Arts of Bosnia and

Herzegovina
• Brazilian Academy of Sciences
• Bulgarian Academy of Sciences
• Cameroon Academy of Sciences
• The Royal Society of Canada
• Chinese Academy of Sciences
• Academia Sinica, China Taiwan
• Colombian Academy of Exact, Physical and Natural

Sciences
• Croatian Academy of Arts and Sciences
• Cuban Academy of Sciences
• Academy of Sciences of the Czech Republic
• Royal Danish Academy of Sciences and Letters
• Academy of Scientific Research and Technology,

Egypt
• Estonian Academy of Sciences
• The Delegation of the Finnish Academies of Science

and Letters
• Académie des Sciences, France
• Union of German Academies of Sciences and

Humanities
• Academy of Athens, Greece
• Hungarian Academy of Sciences
• Indian National Science Academy
• Indonesian Academy of Sciences
• Royal Irish Academy
• Israel Academy of Sciences and Humanities
• Accademia Nazionale dei Lincei, Italy
• Science Council of Japan
• African Academy of Sciences

• Kenya National Academy of Sciences
• The National Academy of Sciences, The Republic of

Korea
• National Academy of Sciences of the Kyrgyz

Republic
• Latvian Academy of Sciences
• Lithuanian Academy of Sciences
• Macedonian Academy of Sciences and Arts
• Akademi Sains Malaysia
• Academia Mexicana de Ciencias
• Academy of the Kingdom of Morocco
• The Royal Netherlands Academy of Arts and Sciences
• Academy Council of the Royal Society of New

Zealand
• Nigerian Academy of Sciences
• Pakistan Academy of Sciences
• Palestine Academy for Science and Technology
• Academia Nacional de Ciencias del Peru
• National Academy of Science and Technology,

Philippines
• Polska Akademia Nauk, Poland
• Russian Academy of Sciences
• Académie des Sciences et Techniques du Sénégal
• Serbian Academy of Sciences and Arts
• Singapore National Academy of Sciences
• Slovak Academy of Sciences
• Slovenian Academy of Sciences and Arts
• Academy of Science of South Africa
• Royal Academy of Exact, Physical and Natural

Sciences of Spain
• Royal Swedish Academy of Sciences
• Council of the Swiss Scientific Academies
• Turkish Academy of Sciences
• The Uganda National Academy of Sciences
• The Royal Society, UK
• US National Academy of Sciences
• Academia de Ciencias Físicas, Matemáticas y

Naturales de Venezuela
• Zimbabwe Academy of Sciences
• TWAS, the Academy of Sciences for the Developing

World
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1

Executive Summary

The great achievements of molecular biology and genetics over the
last 50 years have produced advances in agriculture and industrial
processes and have revolutionized the practice of medicine. The

very technologies that fueled these benefits to society, however, pose a
potential risk as well—the possibility that these technologies could also
be used to create the next generation of biological weapons. Biotechnol-
ogy represents a “dual use” dilemma in which the same technologies can
be used legitimately for human betterment and misused for bioterrorism.

This report reflects the increasing attention being paid by scientists
and policymakers to the potential for misuse of biotechnology by hostile
individuals or nations and to the policy proposals that could be applied to
minimize or mitigate those threats. The term “misuse of biotechnology” is
a phrase that captures a wide spectrum of potentially dangerous activities
from spreading common pathogens (e.g., spraying Salmonella on salad
bars) to sci-fi plots of transforming pathogens into the next “Andromeda
strain.” Our Committee addressed one important part of this spectrum of
risks of potential misuse: the capacity for advanced biological research
activities to cause disruption or harm, potentially on a catastrophic scale.
Broadly stated, that capacity consists of two elements: (1) the risk that
dangerous agents that are the subject of research will be stolen or diverted
for malevolent purposes; and (2) the risk that the research results, knowl-
edge, or techniques could facilitate the creation of “novel” pathogens with
unique properties or create entirely new classes of threat agents. The
charge to the Committee was to:
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2 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

• Review the current rules, regulations, and institutional arrange-
ments and processes in the United States that provide oversight of re-
search on pathogens and potentially dangerous biotechnology research,
within government laboratories, universities and other research institu-
tions, and industry.

• Assess the adequacy of current U.S. rules, regulations, and institu-
tional arrangements and processes to prevent the destructive application
of biotechnology research.

• Recommend changes in these practices that could improve U.S.
capacity to prevent the destructive application of biotechnology research
while still enabling legitimate research to be conducted.

Although the focus of the report is on the United States, this coun-
try is only one of many pursuing biotechnology research at the highest
level. The techniques, reagents, and information that could be used for
offensive purposes are readily available and accessible. Moreover, the
expertise and know-how to use or misuse them is distributed across
the globe. Without international consensus and consistent guidelines
for overseeing research in advanced biotechnology, limitations on cer-
tain types of research in the United States would only impede the
progress of biomedical research here and undermine our own national
interests. It is entirely appropriate for the United States to develop a
system to provide oversight of research activities domestically, but the
effort will ultimately afford little protection if it is not adopted interna-
tionally. This is a challenge for governments, international organiza-
tions, and the entire international scientific community. Efforts to meet
that challenge are under way, but they must be quickly expanded,
strengthened, and harmonized.

 THE CURRENT AND EVOLVING REGULATORY ENVIRONMENT

In the United States, the USA PATRIOT Act of 2001 and the
Bioterrorism Preparedness and Response Act of 2002 already establish
the statutory and regulatory basis for protecting biological materials from
inadvertent misuse. Once fully implemented, the mandated registration
for possession of certain pathogens (the “select agents”), designation of
restricted individuals who may not possess select agents, and a regula-
tory system for the physical security of the most dangerous pathogens
within the United States will provide a useful accounting of domestic labo-
ratories engaged in legitimate research and some reduction in the risk of
pathogens acquired from designated facilities falling into the hands of
terrorists. The Committee stresses that implementation of current legisla-
tion must not be overly restrictive given the critical role that the develop-
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EXECUTIVE SUMMARY 3

ment of effective vaccines, diagnostics, therapeutics, and detection sys-
tems, along with a responsive public health system, will play in providing
protection against bioterrorism—and other serious health threats. Other-
wise these legislative solutions may unintentionally limit the research on
dangerous pathogens by legitimate laboratories and investigators. To be
effective, a harmonized international system for the regulatory oversight
of the possession of dangerous pathogens and toxins, comparable to the
one being put in place in the United States, is needed.

With regard to oversight of research, no country has developed
guidelines and practices to address all aspects of biotechnology research.
The Committee has concluded that existing domestic and international
guidelines and regulations for the conduct of basic or applied genetic
engineering research may ensure the physical safety of laboratory work-
ers and the surrounding environment from contact with or exposure to
pathogenic agents or “novel” organisms. However, they do not currently
address the potential for misuse of the tools, technology, or knowledge
base of this research enterprise for offensive military or terrorist pur-
poses. In addition, no national or international review body currently
has the legal authority or self-governance responsibility to evaluate a
proposed research activity prior to its conduct to determine whether the
risks associated with the proposed research, and its potential for mis-
use, outweigh its potential benefits. The Committee concluded that the
existing fragmentary system must be adapted, enhanced, supplemented,
and linked to provide a system of oversight that will give confidence
that the potential risks of misuse of dual use research are being ad-
equately addressed while enabling vital research to go forward. The sig-
nificant increases in funding that will be going to research on biodefense
—precisely the sort of research likely to pose the most severe dual use
dilemmas—reinforce the argument for creating such a comprehensive
system, both nationally and internationally.

A PROPOSED NEW SYSTEM

The system the Committee proposes would establish a number of
stages at which experiments and eventually their results would be re-
viewed to provide reassurance that advances in biotechnology with po-
tential applications for bioterrorism or biological weapons development
receive responsible oversight. The system relies heavily on a mix of vol-
untary self-governance by the scientific community and expansion of an
existing regulatory process that itself grew out of an earlier response by
the scientific community to the perceived risks associated with gene-splic-
ing research. This is the system created to implement the National Insti-
tutes of Health Guidelines for Research Involving rDNA Molecules (“the
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4 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

Guidelines”). We recognize that successfully implementing the system we
propose will require significant additional resources at each stage; we do
not attempt to provide an estimate of these costs.

Recommendation 1: Educating the Scientific Community
We recommend that national and international professional societies
and related organizations and institutions create programs to educate
scientists about the nature of the dual use dilemma in biotechnology
and their responsibilities to mitigate its risks.

Adequately addressing the potential risks that research in advanced
biotechnology could be used by hostile parties will require educating the
community of life scientists, both about the nature of these risks and about
the responsibilities of scientists to address and to manage them. At
present, awareness of the potential for misuse of biological knowledge
varies widely in the research community. Researchers currently working
with select agents are already taking steps to contain these agents physi-
cally and protect against planned or unplanned harm. But most life scien-
tists have had little direct experience with the issues of biological weap-
ons and bioterrorism since the advent of the Biological Weapons
Convention in the early 1970s, so these researchers lack the experience
and historical precedent of considering the potential for misuse of their
discoveries.

We recommend that the professional societies in the life sciences un-
dertake a regular series of meetings and symposia, in the United States
and overseas, to provide both knowledge and opportunities for discus-
sion. It could be useful for one of the major professional societies or sci-
ence policy organizations to convene a meeting of all the major societies
to discuss how best to implement such a program. Industry groups and
associations of higher education and research could also usefully under-
take the education of their members about the risks and their implications
for research practices.

Substantive knowledge of the potential risks is not sufficient, how-
ever. The Committee believes that biological scientists have an affirma-
tive moral duty to avoid contributing to the advancement of biowarfare
or bioterrorism. Individuals are never morally obligated to do the impos-
sible, and so scientists cannot be expected to ensure that the knowledge
they generate will never assist in advancing biowarfare or bioterrorism.
However, scientists can and should take reasonable steps to minimize this
possibility. The Committee believes that it is the responsibility of the re-
search community, including scientific societies and organizations, to de-
fine what these reasonable steps entail and to provide scientists with the
education, skills, and support they need to honor these steps.
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EXECUTIVE SUMMARY 5

Recommendation 2: Review of Plans for Experiments
We recommend that the Department of Health and Human Services
(DHHS) augment the already established system for review of experi-
ments involving recombinant DNA conducted by the National Insti-
tutes of Health to create a review system for seven classes of experi-
ments (the Experiments of Concern) involving microbial agents that
raise concerns about their potential for misuse.

This part of the system includes both the criteria for deciding which
experiments will be subject to review and the process by which the re-
view will take place.

The Criteria for Review. The Committee identified seven classes of ex-
periments that it believes illustrate the types of endeavors or discoveries
that will require review and discussion by informed members of the sci-
entific and medical community before they are undertaken or, if carried
out, before they are published in full detail. They include experiments
that:

1. Would demonstrate how to render a vaccine ineffective. This
would apply to both human and animal vaccines. Creation of a vaccine-
resistant smallpox virus would fall into this class of experiments.

2. Would confer resistance to therapeutically useful antibiotics or
antiviral agents. This would apply to therapeutic agents that are used to
control disease agents in humans, animals, or crops. Introduction of
ciprofloxacin resistance in Bacillus anthracis would fall in this class.

3. Would enhance the virulence of a pathogen or render a
nonpathogen virulent. This would apply to plant, animal, and human
pathogens. Introduction of cereolysin toxin gene into Bacillus anthracis
would fall into this class.

4. Would increase transmissibility of a pathogen. This would in-
clude enhancing transmission within or between species. Altering vector
competence to enhance disease transmission would also fall into this class.

5. Would alter the host range of a pathogen. This would include
making nonzoonotics into zoonotic agents. Altering the tropism of viruses
would fit into this class.

6. Would enable the evasion of diagnostic/detection modalities.
This could include microencapsulation to avoid antibody-based detection
and/or the alteration of gene sequences to avoid detection by established
molecular methods.

7. Would enable the weaponization of a biological agent or toxin.
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6 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

This would include the environmental stabilization of pathogens. Synthe-
sis of smallpox virus would fall into this class of experiments.

These categories represent experiments that are feasible with exist-
ing knowledge and technologies or with advances that the Committee
could anticipate occurring in the near future. Some of them represent
the types of naturally occurring genetic changes in pathogens that have
led to disease pandemics such as the “Spanish Flu” in 1917-1918 or the
recently recognized disease “severe acute respiratory syndrome” (SARS)
but that could now be engineered in the laboratory. Others have been
part of the history of biowarfare research and development. The con-
cerns deal with infectious agents or their products because we believe
that self-replicating agents or their products pose the most imminent
biological threat.

The seven areas of concern address only potential microbial threats.
Modern biological research is much broader, encompassing all of the
health sciences, agriculture and veterinary science, and a variety of indus-
trial applications. Moreover, all of these areas are changing rapidly. The
great diversity as well as the pace of change make it imprudent to project
the potential both for good and ill too broadly and too far into the future.
Therefore, the Committee has initially limited its concerns to cover those
possibilities that represent a plausible danger and has tried to avoid im-
probable scenarios. Over time, however, the Committee believes it will
be necessary to expand the experiments of concern to cover a significantly
wider range of potential threats.

The Review Process. The NIH Guidelines require creation of an Institu-
tional Biosafety Committee (IBC) when research is conducted at or spon-
sored by an entity receiving any NIH support for recombinant DNA re-
search. Most of the 400 or so IBCs registered with NIH are at institutions
that are subject to the NIH Guidelines and for whom IBC registration is
mandatory. While most of these institutions are academic, some industry-
based IBCs are registered with NIH as a consequence of receiving NIH
support. In other instances, companies voluntarily comply with the NIH
Guidelines as a means of observing a “gold standard” for safety practices.
Several federal agencies and laboratories have made compliance with the
NIH Guidelines a condition of their support of intramural and extramural
research projects. Furthermore, a number of federal IBCs are registered
with NIH.

All of the experiments that fall within the seven areas of concern
should currently require review by an IBC. The Committee thus recom-
mends relying on the system of IBCs as the first review tier for experi-
ments of concern.
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EXECUTIVE SUMMARY 7

The Committee recommends that the form researchers now use to
submit their experimental designs to the IBC be amended to include an-
other category where researchers would designate whether, in their judg-
ment, their proposed projects fall under an area of concern. The IBC would
then review that issue along with the other aspects of the project that it is
evaluating, carefully weighing potential benefits versus potential danger.
Occasionally, the IBC may discover that what is proposed is forbidden
under current guidelines and would not approve the research. In most
cases, however, it would designate the project either as acceptable to move
forward or as raising concerns that need further consideration at a higher
level.

The Committee recommends initial review by the IBC because this
provides an assessment of research at its earliest stages. By the time the
work is submitted for publication, substantial information about the re-
search may have already been disseminated through informal profes-
sional contacts or presentations of preliminary results at scientific meet-
ings. These aspects of the open culture in the life sciences emphasize how
important it is to make scientists aware of their personal responsibilities
to consider the balances of risks and benefits in their proposed research so
they can responsibly inform the IBC.

Experiments that need further consideration would be referred to an
expanded Recombinant DNA Advisory Committee (RAC) and possibly
to the director of the NIH for approval or denial of permission to proceed
with the proposed experiment. The Committee recommends this route
because so many of the experiments in the areas of concern would fall
under the purview of the RAC already and because it has an established
track record of facilitating research while protecting public safety.  Under
our recommendation, the RAC would begin to review some projects in
the areas of concern from all relevant research institutions. This would be
a substantial expansion from its current jurisdiction over research funded
by NIH and those institutions that comply voluntarily.

When the RAC takes up this new duty, the Committee proposes that
it initially translate the categories of experiments of concern into a more
detailed set of guidelines for IBCs to use. It should then improve and up-
date these guidelines as needed as its experience with the process grows.
The RAC will need substantial new resources to take on this additional
task, and both it and the IBCs may need to incorporate new expertise to
handle the task.

Recommendation 3: Review at the Publication Stage
We recommend relying on self-governance by scientists and scientific
journals to review publications for their potential national security
risks.
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8 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

Publication of research results provides the vehicle for the widest dis-
semination, including to those who would misuse them. The Committee
believes strongly that this part of the system should be based on the vol-
untary self-governance of the scientific community rather than formal
regulation by government.

Proposals to limit publication have caused great concern and contro-
versy among both scientists and publishers. The norm of open communi-
cation is one of the most powerful in science. To limit the information
available in the methods section of journal articles would violate the norm
that all experimental results should be open to challenge by others. But
not to do so is potentially to provide important information to biowarfare
programs in other countries or to terrorist groups.

Ultimately, any process to review publications for their potential na-
tional security risks would have to be acceptable to the wide variety of
journals in the life sciences, both in the United States and internationally.
The Committee believes that continued discussion among those involved
in publishing journals—and between editors and the national security
community—will be essential to creating a system that is considered re-
sponsive to the risks but also credible with the research community. The
Committee believes that the statement produced by a group of editors
from major life science journals in February 2003 is an important step in
this process.

On the broader question of classification, the Committee believes that
the principle set out by the Reagan Administration in 1985 in National
Security Decision Directive 189—that the results of fundamental research
should be unrestricted to the maximum extent possible and that classifi-
cation should be the mechanism for what control might be required—
remains valid and should continue to be the basis for U.S. policy. The
Committee’s support for self-governance by the scientific community
through appropriate reviews by journals and other publication outlets
should not be construed as endorsing the creation of “sensitive but un-
classified” information in the life sciences. The Committee believes that
the risks of a chilling effect on biodefense research vital to U.S. national
security as the result of inevitably general and vague categories is at
present significantly greater than the risks posed by inadvertent publica-
tion of potentially dangerous results. A system of review based in scien-
tific self-governance can, we believe, effectively address the security risks
without discouraging scientists from taking part in important biodefense
research.

Recommendation 4: Creation of a National Science Advisory Board for
Biodefense
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EXECUTIVE SUMMARY 9

We recommend that the Department of Health and Human Services cre-
ate a National Science Advisory Board for Biodefense (NSABB) to pro-
vide advice, guidance, and leadership for the system of review and over-
sight we are proposing.

The NSABB would serve a number of important functions for both
the scientific community and the government.

• At the most general (strategic) level, it would serve as a point of
continuing dialogue between the scientific community and the national
security community and as a forum for addressing issues of interest or
concern. At the operational (tactical) level, it would provide case-specific
advice on the oversight of research and the communication and dissemi-
nation of life sciences research information that is relevant for national
security and biodefense purposes. Because of its important bridging func-
tions, its members should include both leading scientists and national se-
curity experts, including those with experience in managing scientific re-
search in federal agencies.

• In terms of the regulatory aspects of the operation of our proposed
system, we recommend that the Board periodically review and suggest
updates to the “Experiments of Concern.” We also recommend that the
Board review and suggest updates to the list of “select agents” and to
policies regarding the international exchange of biological agents. A re-
view of the select agents list by DHHS is already required every two years
but the Board could serve a useful and important function by providing
an independent assessment as an input to that process.

• For the system’s self-governing phases, we recommend that the
NSABB serve as a resource. This could include aiding the professional
societies in developing education programs, as well as providing a con-
vening mechanism. It could also include assisting those producing publi-
cations in the life sciences. The Board could provide a convening mecha-
nism for journal editors, organizing periodic discussions among them as
they develop and evaluate their review processes. The Board could re-
view and comment on proposed procedures on request, and perhaps serve
as a clearinghouse so that journals that have not already adopted review
procedures could have ready access to examples of what others are doing.
It would be very important for the Board to reach out beyond the United
States to the many international publications in the life sciences and to
find ways to include their leaders in discussions. The Board might also
provide advice on request about particular manuscripts that raise con-
cern, perhaps by organizing small groups of experts to assess the trade-
offs between the scientific merits of the research, especially that with the
potential to advance knowledge relevant to biodefense, and the risks of
publishing information that might assist terrorists or proliferant states.
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10 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

• In addition to its functions related to the potential risks of research
in advanced biotechnology, the Board should have the capacity to ad-
vise the government on how the life sciences can contribute to alleviat-
ing the risks of bioterrorism and biological weapons through new re-
search in areas such as vaccine, antiviral, and antibiotic development,
new detection devices and technologies, and preventive public health
measures. This advisory function would serve as a continuous reminder
that any system of review and oversight must operate in ways that do
not put the United States—and the world—at risk of losing the great
potential benefits of biotechnology.  Having a Board that was informed
and aware of the latest research developments, even including manu-
scripts not yet published, would provide the capacity for “early warn-
ing,” alerting the government to the risks of new findings or techniques
that should be met by focusing research resources on appropriate re-
sponses or countermeasures.

As for the organizational location for the NSABB, there are clear trade-
offs between an independent board that offers its advice to government
and one that is a formal advisory body to one or more federal agencies.
No solution meets all the criteria, but on balance we believe that the logi-
cal organizational location for the NSABB is within the Department of
Health and Human Services providing advice to the secretary of that De-
partment.  DHHS already has a leading role in biotechnology research,
particularly that related to the Experiments of Concern. Location within
the DHHS would also connect the Board directly to the other parts of our
proposed system, the RAC and the IBCs, while not limiting its capacity to
work with other relevant agencies or private groups.

International coordination and cooperation will be necessary to make
any effort to mitigate the risks of bioterrorism effective. Therefore, in the
view of the Committee, the establishment of an NSABB within the United
States can serve as the basis for international dialogue aimed at reducing
the risks of subversion of legitimate life sciences research efforts. Review
systems, comparable to the one proposed involving the IBC and RAC,
already exist in many nations. These were established as an outgrowth of
the Asilomar conference in 1975. In the same manner, other countries
should be encouraged to establish counterparts to the NSABB so that the
community of life scientists globally can work together to reduce the risks
of offensive applications of life sciences research.

Recommendation 5: Additional Elements for Protection Against Misuse
We recommend that the federal government rely on the implementa-
tion of current legislation and regulation, with periodic review by the
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EXECUTIVE SUMMARY 11

NSABB, to provide protection of biological materials and supervision
of personnel working with these materials.

There are other elements of the current regulatory system that the
Committee believes should be reviewed and evaluated because of their
important impact on the conduct of research.

Physical Containment. Safeguarding the collections of existing agents is an
obvious priority that in large measure is being addressed through recently
passed legislation and implementing regulations.  The designation of cer-
tain pathogens as “select agents” is an appropriate starting point for identi-
fying strains and isolates that need to be secured. It is crucial to avoid well-
meaning but counterproductive regulations on pathogens.  Rules for
containment and registration of potentially dangerous materials must be
based on scientific risk assessment and informed by a realistic appraisal of
their scientific implications. Moreover, scientific input is essential to ensure
that these rules are clear as well as responsive to periodic assessment of the
current technologies and capacities. The NSABB could be available to pro-
vide advice on short notice about revising regulations in response to new
developments. Rules governing transfer of materials between laboratories
to prevent unauthorized distribution or diversion might also be regularly
reviewed by the NSABB so that new threats could be recognized and re-
sponded to and unnecessary impediments identified for removal.

Trained Personnel. In some areas of technology, the limiting ingredient is
the existence of trained personnel. General microbiological training suffi-
cient for culturing and growing pathogenic microorganisms at levels of
significant concern is available in high school and first-year college biol-
ogy courses; majors in microbiology would be sophisticated enough to
grow many select organisms. Moreover, training in basic microbiology is
widely available outside the United States. The procedures for admitting
foreign students and scientists to the United States for study and collabo-
rative research must reflect the importance of keeping universities as open
educational environments.  Efforts to identify or control knowledgeable
personnel within the United States are impractical, and surveillance of
such personnel would not, in our opinion, offer much security.

Recommendation 6: A Role for the Life Sciences in Efforts to Prevent
Bioterrorism and Biowarfare
We recommend that the national security and law enforcement commu-
nities develop new channels of sustained communication with the life
sciences community about how to mitigate the risks of bioterrorism.
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12 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

By signing and ratifying the Biological and Toxin Weapons Conven-
tion (BWC), the United States renounced the use and possession of such
offensive weapons and methods to disseminate and deliver them. Given
the increased investments in biodefense research in the United States, it is
imperative that the United States conduct its legitimate defensive activi-
ties in an open and transparent manner. This should clear the way for all
biomedical scientists to contribute to the development of defensive mea-
sures that would mitigate the impact of the use of such weapons against
people, plants, and animals.

The intelligence and law enforcement agencies need the academic sci-
entists both for the expertise they might provide about the nature of cur-
rent agents and the potential for new ones and for the best advice on lim-
iting the spread of new technologies that would make countermeasures
more difficult. It might be desirable for components of the national secu-
rity community to establish advisory boards of basic scientists and clini-
cians with expertise in areas such as viral disease, bacterial pathogens,
biotechnology, immunology, toxins, and public health, as well as others
in the area of basic molecular biology. These advisory boards could help
members of the intelligence and law enforcement communities keep cur-
rent in relevant areas of science and technology and provide a trusted set
of advisors to answer technical questions.

Recommendation 7:  Harmonized International Oversight
We recommend that the international policymaking and scientific commu-
nities create an International Forum on Biosecurity to develop and pro-
mote harmonized national, regional, and international measures that will
provide a counterpart to the system we recommend for the United States.

Any serious attempt to reduce the risks associated with biotechnol-
ogy must ultimately be international in scope, because the technologies
that could be misused are available and being developed throughout the
globe. A number of countries and regional and international organiza-
tions are already moving forward to develop programs and policies on
aspects of the problem; the initiatives include consultations among the
parties to the BWC on best practices for the security and oversight of
pathogens and toxins. These approaches must be harmonized and widely
adopted in order for them to be effective. Just as the scientific community
in the United States must become deeply and directly engaged, the com-
mitment of the international scientific community to these issues is needed
to implement the recommendations contained in this report.

We do not expect our recommendations to provide a “road map” that
could simply be adopted internationally without significant modifications
or adaptations to local or regional conditions. But any effective system
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EXECUTIVE SUMMARY 13

should include all the issues addressed by our recommendations. The
Committee therefore recommends, as a next step, convening an “Interna-
tional Forum on Biological Security” to begin a dialogue within and be-
tween the life sciences and the policymaking communities internation-
ally. Among the topics for this international forum are:

• Education of the scientific community globally, including curricula,
professional symposia, and training programs to raise awareness of po-
tential threats and modalities for reducing risks as well as to highlight
ethical issues associated with the conduct of biological science.

• Design of mechanisms for international jurisdiction that would fos-
ter cooperation in identifying and apprehending individuals who commit
acts of bioterrorism.

• Development of an internationally harmonized regime for control
of pathogens within and between laboratories and facilities.

• Development of systems of review to provide oversight of research,
including defining an international norm for identifying and managing
“experiments of concern.”

• Development of an international norm for the dissemination of
“sensitive” information in the life sciences.

This and other forums should be sponsored by international organi-
zations with standing and credibility within both the policymaking and
scientific communities. Different topics within this broad agenda may be
more appropriate for different organizations. Potential sponsors could
include the World Health Organization and the United Nations Educa-
tional, Scientific and Cultural Organization (UNESCO) as formal interna-
tional governmental organizations with direct links to government
policymakers. Among nongovernmental scientific organizations are the
International Council for Science and more recently created organizations
of the world’s academies of science such as the InterAcademy Panel on
International Issues (IAP) and the InterAcademy Council (IAC) that seek
to bring the prestige and convening capacity of these bodies to bear on
crucial international problems.

CONCLUSION

Throughout the Committee’s deliberations there was a concern that
policies to counter biological threats should not be so broad as to impinge
upon the ability of the life sciences community to continue its role of con-
tributing to the betterment of life and improving defenses against biologi-
cal threats. Caution must be exercised in adopting policy measures to re-
spond to this threat so that the intended ends will be achieved without
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14 BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM

creating “unintended consequences.” On the other hand, the potential
threat from the misuse of current and future biological research is a chal-
lenge to which policymakers and the scientific community must respond.
The system proposed in this report is intended as a first step in what will
be a long and continuously evolving process to maintain an optimal bal-
ance of risks and rewards. The Committee believes that building upon
processes that are already known and trusted and relying on the capacity
of life scientists to develop appropriate mechanisms for self-governance,
offers the greatest potential to find the right balance. This system may
provide a model for the development of policies in other countries. Only a
system of international guidelines and review will ultimately minimize
the potential for the misuse of biotechnology.
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1

Executive Summary

Knowledge, materials, and technologies with applications to the life
sciences enterprise are advancing with tremendous speed, mak-
ing it possible to identify and manipulate features of living sys-

tems in ways never before possible. On a daily basis and in laboratories
around the world, biomedical researchers are using sophisticated tech-
nologies to manipulate microorganisms in an effort to understand how
microbes cause disease and to develop better preventative and therapeu-
tic measures against these diseases. Plant biologists are applying similar
tools in their studies of crops and other plants in an effort to improve
agricultural yield and explore the potential for the use of plants as
inexpensive manufacturing platforms for vaccine, antibody, and other
products. Similar efforts are underway with animal husbandry. Scientists
and engineers in many fields are relying on continuing advances in the
life sciences to identify pharmaceuticals for the treatment of cancer and
other chronic diseases, develop environmental remediation technologies,
improve biodefense capabilities, and create new materials and even
energy sources.

Moreover, other fields not traditionally viewed as biotechnologies—
such as materials science, information technology, and nanotechnology—
are becoming integrated and synergistic with traditional biotechnologies
in extraordinary ways enabling the development of previously unimagin-
able technological applications. It is undeniable that this new knowledge
and these advancing technologies hold enormous potential to improve
public health and agriculture, strengthen national economies, and close
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2 GLOBALIZATION, BIOSECURITY, AND THE FUTURE OF THE LIFE SCIENCES

the development gap between resource-rich and resource-poor countries.
However, as with all scientific revolutions, there is a potential dark side to
the advancing power and global spread of these and other technologies.
For millennia, every major new technology has been used for hostile pur-
poses, and most experts believe it naive to think that the extraordinary
growth in the life sciences and its associated technologies might not simi-
larly be exploited for destructive purposes.

This is true despite formal prohibitions against the use of biological
weapons and even though, since antiquity, humans have reviled the use
of disease-causing agents for hostile purposes. In its most recent unclassi-
fied report on the future global landscape, the National Intelligence Coun-
cil predicted that a major terrorist attack employing biological agents will
likely occur by 2020, although it suggested that most future (i.e., over the
course of the next 15 years) terrorist attacks are expected to involve con-
ventional weapons. Official U.S. statements continue to cite around a
dozen countries that are believed to have or to be pursuing a biological
weapons capability. In addition to the efforts by terrorists or states with
malevolent intent, we must be concerned about the grave harm that may
result from misuse of the life sciences and related technologies by indi-
viduals or groups that are simply careless or irresponsible.

The continuing threat of bioterrorism, coupled with the global spread
of expertise and information in biotechnology and biological manufac-
turing processes, has raised concerns about how advancing technologi-
cal prowess could enable the creation and production of new threats of
biological origin possessing unique and dangerous but largely unpre-
dictable characteristics. The Committee on Advances in Technology and
the Prevention of Their Application to Next Generation Biowarfare
Threats, an ad hoc committee of the National Research Council and the
Institute of Medicine, was constituted to examine current trends and fu-
ture objectives of research in the life sciences, as well as technologies
convergent with the life sciences enterprise from other disciplines, such
as materials science and nanotechnology, that may enable the develop-
ment of a new generation of biological threats over the next five to ten
years, with the aim of identifying ways to anticipate, identify, and miti-
gate these dangers.

Specifically, the charge to the committee was to:

1. Examine current scientific trends and the likely trajectory of
future research activities in public health, life sciences, and biomedi-
cal and materials science that contain applications relevant to the de-
velopment of “next generation” agents of biological origin five to ten
years into the future.

2. Evaluate the potential for hostile uses of research advances in ge-
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EXECUTIVE SUMMARY 3

netic engineering and biotechnology that will make biological agents more
potent or damaging. Included in this evaluation will be the degree to
which the integration of multiple advancing technologies over the next
five to ten years could result in a synergistic effect.

3. Identify the current and potential future capabilities that could
enable the ability of individuals, organizations, or countries to identify,
acquire, master, and independently advance these technologies for both
beneficial and hostile purposes.

4. Identify and recommend the knowledge and tools that will be
needed by the national security, biomedical science, and public health
communities to anticipate, prevent, recognize, mitigate, and respond to
the destructive potential associated with advancing technologies.

This report is part of a larger body of work that the National Acad-
emies has undertaken in recent years on science and security and the con-
tributions that science and technology could make to countering terror-
ism, beginning with Scientific Communication and National Security in 1982
and continuing with Chemical and Biological Terrorism: Research and Devel-
opment to Improve Civilian Medical Responses (1999), Firepower in the Lab:
Automation in the Fight Against Infectious Diseases and Bioterrorism (2001),
Making the Nation Safer: The Role of Science and Technology in Countering
Terrorism (2002), Biological Threats and Terrorism: Assessing the Science and
Response Capabilities (2002), and Countering Agricultural Terrorism (2002).
Most recently and of particular relevance to this report is the National
Research Council report Biotechnology Research in an Age of Terrorism (2004).
The principal difference between that report and the present report is that
the former revolves around issues pertaining to the regulatory oversight
of research employing biotechnology and the flow of scientific knowl-
edge derived from the use of biotechnology, with a focus on the United
States. In contrast, this report adopts a more global perspective, address-
ing the increasing pace of advances in the life sciences and related conver-
gent technologies likely to alter the biological threat spectrum over the
next five to ten years and broadly considering ways to prevent or mitigate
the consequences of malevolent exploitation or naïve misapplication of
these technologies.

While many readers might hope to find a well-defined, prioritized list
or set of lists of future threats, the pace of research discovery in the life
sciences is such that the useful lifespan of any such list would likely be
measured in months, not years. Instead, the committee sought to define
more broadly how continuing advances in life sciences technologies could
contribute to the development of novel biological weapons and to de-
velop a logical framework for analysts to consider as they evaluate the
evolving technology threat spectrum. The committee concluded that there
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4 GLOBALIZATION, BIOSECURITY, AND THE FUTURE OF THE LIFE SCIENCES

are classes or categories of advances that share important features rel-
evant to their potential to contribute to the future development of new
biological weapons. These shared characteristics are based on common
purposes, common conceptual underpinnings, and common technical
enabling platforms. Thinking of technologies within this framework
should help in evaluating the potential they present for beneficial and
destructive applications or technological surprise(s).

The committee classified new technologies according to a scheme or-
ganized around four groupings: (1) technologies that seek to acquire novel
biological or molecular diversity; (2) technologies that seek to generate
novel but pre-determined and specific biological or molecular entities
through directed design; (3) technologies that seek to understand and
manipulate biological systems in a more comprehensive and effective
manner; and (4) technologies that seek to enhance production, delivery,
and “packaging” of biologically active materials. This classification
scheme highlights commonalities among technologies and, by so doing,
draws attention to critical enabling features; provides insight into some of
the drivers behind life sciences-related technologies; facilitates predictions
about future emerging technologies; and lends insight into the basis for
complementarities or synergies among technologies and, as such, facili-
tates the analysis of interactions that lead to either beneficial or poten-
tially malevolent ends.

To a considerable extent, new advances in the life sciences and
related technologies are being generated not just domestically but also
internationally. The preeminent position that the United States has en-
joyed in the life sciences has been dependent upon the flow of foreign
scientific talent to its shores and is now threatened by the increasing glo-
balization of science and the international dispersion of a wide variety of
related technologies. The increasing pace of scientific discovery abroad
and the fact that the United States may no longer hold a monopoly on
these leading technologies means that this country is, as never before,
dependent on international collaboration, a theme that is explored in
depth in Chapter 2.

Foreign scientific exchange is an integral and essential component of
the culture of science. The training of scientists from other countries in the
United States has played an important role in fostering these interactions
and has contributed substantially to the productivity of the American sci-
entific enterprise. It has, however, been threatened recently by increased
scrutiny of visa applications as well as the growing attractiveness of sci-
ence and technology training opportunities outside of the United States.
As technological growth becomes increasingly dependent on the global
commons, international scientific exchanges and collaborations become
an ever more vital component of U.S. technological capacity, including
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EXECUTIVE SUMMARY 5

biodefense technological capacity. Weakening this link by prohibiting or
discouraging bi-directional foreign scientific exchange—including the
engagement of foreign students and scientists in U.S. laboratories, meet-
ings, and business enterprises—could impede scientific and technological
growth and have counterproductive, unintended consequences for the
biodefense research and development enterprise.

Although this Report is concerned with the evolution of scientific and
technological capabilities over the next five to ten years with implications
for next-generation threats, it is clear that today’s capabilities in the life
sciences and related technologies have already changed the nature of the
biothreat “space.” The accelerating pace of discovery in the life sciences
has fundamentally altered the threat spectrum. The immune, neurologi-
cal, and endocrine systems are particularly vulnerable to disruption by
manipulation of bioregulators. Some experts contend that bioregulators,
which are small, biologically active compounds, pose an increasingly ap-
parent dual-use risk. This risk is magnified by improvements in targeted
delivery technologies that have made the potential dissemination of these
compounds much more feasible than in the past.

The viruses, microbes, and toxins listed as “select agents” or “cat-
egory A/B/C agents” and on which U.S. biodefense research and devel-
opment activities are so strongly focused today are just one aspect of the
changing landscape of threats. Although some of them may be the most
accessible or apparent threat agents to a potential attacker, particularly
one lacking a high degree of technical expertise, this situation is likely to
change as a result of the increasing globalization and international disper-
sion of the most cutting-edge aspects of life sciences research.

The committee concluded that a broad array of mutually reinforcing
actions are required to successfully manage the threats that face society.
These must be implemented in a manner that engages a wide variety of
communities that share stakes in the outcome. As in fire prevention, where
the best protection against the occurrence of and damage from cata-
strophic fires comprises a multitude of interacting preventive and miti-
gating actions (e.g., fire codes, smoke detectors, sprinkler systems, fire
trucks, fire hydrants, and fire insurance) rather than any single “best” but
impractical or improbable measure (e.g., stationing a fire truck on every
block), the same is true here. The committee, therefore, envisions a broad-
based, intertwined network of steps—a web of protection—for reducing the
likelihood that the technologies discussed in this report will be used suc-
cessfully for malevolent purposes. It believes that the actions suggested in
its recommendations (Box ES-1), taken in aggregate, will likely decrease
the risk of inappropriate application or unintended misuse of these in-
creasingly widely available technologies.
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6 GLOBALIZATION, BIOSECURITY, AND THE FUTURE OF THE LIFE SCIENCES

BOX ES-1 Recommendations

1. The committee endorses and affirms policies and practices that, to the
maximum extent possible, promote the free and open exchange of in-
formation in the life sciences.

1a. Ensure that, to the maximum extent possible, the results of funda-
mental research remain unrestricted except in cases where national secu-
rity requires classification, as stated in National Security Decision Direc-
tive 189 (NSDD-189) and endorsed more recently by a number of groups
and organizations.

1b. Ensure that any biosecurity policies or regulations implemented are
scientifically sound and are likely to reduce risks without unduly hindering
progress in the biological sciences and associated technologies.

1c. Promote international scientific exchange(s) and the training of for-
eign scientists in the United States.

2. The committee recommends adopting a broader perspective on the
“threat spectrum.”

2a. Recognize the limitations inherent in any agent-specific threat list
and consider instead the intrinsic properties of pathogens and toxins that
render them a threat and how such properties have been or could be
manipulated by evolving technologies.

2b. Adopt a broadened awareness of threats beyond the classical “select
agents” and other pathogenic organisms and toxins, so as to include, for
example, approaches for disrupting host homeostatic and defense systems
and for creating synthetic organisms.

3. The committee recommends strengthening and enhancing the scien-
tific and technical expertise within and across the security communities.

3a. Create by statute an independent science and technology advisory
group for the intelligence community.

3b. The best available scientific expertise and knowledge should inform
the concepts, plans, activities, and decisions of the intelligence, law
enforcement, homeland security, and public policy communities and the
national political leadership about advancing technologies and their
potential impact on the development and use of future biological weapons.
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3c. Build and support a robust and sustained cutting-edge analytical
capability for the life sciences and related technologies within the national
security community.

3d. Encourage the sharing and coordination, to the maximum extent
possible, of future biological threat analysis between the domestic national
security community and its international counterparts.

4. The committee recommends the adoption and promotion of a com-
mon culture of awareness and a shared sense of responsibility within
the global community of life scientists.

4a. Recognize the value of formal international treaties and conven-
tions, including the 1972 Biological and Toxin Weapons Convention (BWC)
and the 1993 Chemical Weapons Convention (CWC).

4b. Develop explicit national and international codes of ethics and
conduct for life scientists.

4c. Support programs promoting beneficial uses of technology in devel-
oping countries.

4d. Establish globally distributed, decentralized, and adaptive mecha-
nisms with the capacity for surveillance and intervention in the event of
malevolent applications of tools and technologies derived from the life
sciences.

5. The committee recommends strengthening the public health infrastruc-
ture and existing response and recovery capabilities.

5a. Strengthen response capabilities and achieve greater coordination
of local, state, and federal public health agencies.

5b. Strengthen efforts related to the early detection of biological agents
in the environment and early population-based recognition of disease out-
breaks, but deploy sensors and other technologies for environmental
detection only when solid scientific evidence suggests they are effective.

5c. Improve the capabilities for early detection of host exposure to bio-
logical agents, and early diagnosis of the diseases they cause.

5d. Provide suitable incentives for the development and production of
novel classes of preventative and therapeutic agents with activity against a
broad range of biological threats, as well as flexible, agile, and generic
technology platforms for the rapid generation of vaccines and therapeutics
against unanticipated threats.
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8 GLOBALIZATION, BIOSECURITY, AND THE FUTURE OF THE LIFE SCIENCES

Recommendation 1

The committee endorses and affirms policies and practices that, to
the maximum extent possible, promote the free and open exchange
of information in the life sciences.

Overall, society has gained from advances in the life sciences because
of the open exchange of data and concepts. The many ways that biological
knowledge and its associated technologies have improved and can con-
tinue to improve biosecurity, health, agriculture, and other life sciences
industries are highlighted in Chapter 2. Conversely, restrictive regulations
and the imposition of constraints on the flow of information are not likely
to reduce the risks that advances in the life sciences will be utilized with
malevolent intent in the future. In fact, they will make it more difficult for
civil society to protect itself against such threats and ultimately are likely
to weaken national and human security. Such regulations and constraints
would also limit the tremendous potential for continuing advances in the
life sciences and its related technologies to improve health, provide se-
cure sources of food and energy, contribute to economic development in
both resource-rich and resource-poor parts of the world, and enhance the
overall quality of human life.

The potential to develop effective countermeasures against biological
threats is strongly enhanced by the nation’s leadership position in the life
sciences. However, implementation of the regulatory regime imposed by
the PATRIOT and Bioterrorism Response acts on the life sciences commu-
nity has raised concerns that qualified individuals may be discouraged
from conducting biomedical and agricultural research of value to the
United States for a variety of reasons. Moreover, many features of these
statutes are considered unlikely to be effective in accomplishing their
desired effect—limiting access to select agents by would-be terrorists—
and may, in fact, lead to unintended consequences.

Recommendation 2

The committee recommends adopting a broader perspective on the
“threat spectrum.”

U.S. national biodefense programs currently focus on a relatively
small number of specific agents or toxins, chosen as priorities in part be-
cause of their history of development as candidate biological weapons
agents by some countries during the 20th century. The committee believes
that a much broader perspective on the “threat spectrum” is needed. Re-
cent advances in understanding the mechanisms of action of bioregulatory
compounds, signaling processes, and the regulation of human gene ex-
pression—combined with advances in chemistry, synthetic biology,
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EXECUTIVE SUMMARY 9

nanotechnology, and other technologies—have opened up new and ex-
ceedingly challenging frontiers of concern.

The limitations of the current select agent lists, and indeed any list,
point to the need for a broadened awareness of the threat spectrum.
Mechanisms must be put in place to ensure regular and deliberate reas-
sessments of advances in science and technology and identification of
those advances with the greatest potential for changing the nature of the
threat spectrum. The process of identifying potential threats needs to be
improved. This process needs to incorporate newer scientific methodolo-
gies that permit more rigorous assessment of net overall risks. Rather than
adopting a static perspective, it will be important to identify and continu-
ally reassess the degree to which scientific advances or current or future
biological “platforms” hold the potential for being put to use by potential
adversaries. This will require the engagement of the scientific community
in new ways and an expansion of the science and technology expertise
available to the intelligence community.

Recommendation 3

The committee recommends strengthening and enhancing the sci-
entific and technical expertise within and across the security com-
munities.

A sound defense against misuse of the life sciences and related tech-
nologies is one that anticipates future threats that result from misuse, one
that seeks to understand the origins of these threats, and one that strives
to preempt the misuse of science and technology. It would be tragic if
society failed to consider, on a continuing basis, the nature of future bio-
logical threats, using the best available scientific expertise, and did not
make a serious effort to identify possible methods for averting such
threats. Interdiction and prevention of malevolent acts are far more ap-
pealing than treatment and remediation. The committee, therefore, urges
a proactive, anticipatory perspective and action plan for the national and
international security communities.

There are several existing problems within the national security com-
munity and national political leadership related to the task of anticipating
future biological threats. First, these groups have not developed the kinds
of working relationships with the “outside” (non-governmental) science
and technology communities that are needed (and are feasible). Second,
“inside” groups (national security community and national political lead-
ership) have been unable to establish and maintain the breadth, depth,
and currency of knowledge and subject matter expertise in the life sci-
ences and related technologies that are needed. The number of analysts in
the national security community that have professional training in the life
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10 GLOBALIZATION, BIOSECURITY, AND THE FUTURE OF THE LIFE SCIENCES

sciences and related technologies is small and insufficient; these analysts
lose touch with the cutting edge of science and technology over time and
tend to be moved from position to position, preventing them from devel-
oping any particular depth of expertise and experience. To the degree that
the right kinds of expertise do exist in the analysis sectors, they do not
adequately penetrate the intelligence collection process, and the expertise
is distributed unevenly across these inside communities without suffi-
cient coordination and integration. Moreover, intelligence assessments are
not always shared among the different member agencies of the national
security community. Finally, historical, political, and cultural barriers
have prevented the national security community from working closely
with counterparts from other nations and regions of the world. Yet the life
sciences and related technologies are globally distributed in a seamless
fashion, and future threats that arise from this science and technology
will be globally distributed as well.

The committee, therefore, recommends the creation of an indepen-
dent advisory group that would work closely with the national security
community for the purpose of anticipating future biological threats based
on an analysis of the current and future science and technology landscape,
and current intelligence. In proposing the creation of this group, the com-
mittee supports Recommendation 13.1 of The Commission on the Intelli-
gence Capabilities of the United States Regarding Weapons of Mass De-
struction (March 31, 2005) that suggests the creation of a similar group,
which they named the Biological Sciences Advisory Group. While the
committee is mindful of the recent creation of the National Science Advi-
sory Board for Biosecurity (NSABB) by the secretary of the U.S. Depart-
ment of Health and Human Services, the current charter of the NSABB
does not provide for the critical anticipatory and analytical functions that
the committee envisions this new advisory group should provide to the
intelligence community.

While the exact structure and specific charge of the entity that might
fill this role are beyond the purview of this committee, the committee
believes that the features of the advisory group, described in more detail
in Chapter 4, will address critical unmet needs.

Recommendation 4

The committee recommends the adoption and promotion of a com-
mon culture of awareness and a shared sense of responsibility
within the global community of life scientists.

The 1972 Biological and Toxin Weapons Convention (BWC) and the
1993 Chemical Weapons Convention (CWC) serve as cornerstones of the
global biological-chemical regime, which has expanded to include rules
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EXECUTIVE SUMMARY 11

and procedures rooted in measures ancillary to the two treaties. The bio-
logical-chemical regime as it currently exists—including the BWC, CWC,
Australia Group, Security Council Resolution (SCR) 1540, and other mea-
sures—must be recognized for its positive contributions and placed within
the overall array of measures taken to prevent biological warfare. Such
international conventions should not be considered the solution to the
issues society confronts today with respect to potential harmful use of
advances in the life sciences, nor should they be cast aside and ignored.
Despite their limitations, the committee appreciates their value in articu-
lating international norms of behavior and conduct and suggests that
these conventions serve as a basis for future international discussions and
collaborative efforts to address and respond to the proliferation of bio-
logical threats.

The committee also appreciates the potential for codes of conduct or
codes of ethics to mitigate the risk that advances in the life sciences might
be applied to the development or dissemination of biological weapons.
The committee concluded that the primary effect of such codes would be
to create an enabling environment that would facilitate the recognition of
potentially malevolent behavior (i.e., experiments aimed at purposefully
developing potential weapons of biological origin) or potentially inap-
propriate experiments that might unwittingly promote the creation of a
more dangerous infectious agent. The committee also recognized that such
codes could generally be expected to achieve their desired effect only
when reinforced by a substantial educational effort and appropriate role
modeling on the part of scientific leaders. The “informal curriculum”
probably drives what students learn and emulate more powerfully than
the formal curriculum. Identifying, celebrating, and rewarding senior sci-
entists who through word and deed serve as role models in preventing
the malicious application of advances in biotechnology is perhaps the
most important element in creating an environment that enables ethical
and appropriate behavior.

The committee also envisions the establishment of a decentralized,
globally distributed, network of informed and concerned scientists who
have the capacity to recognize when knowledge or technology is being
used inappropriately or with the intent to cause harm. This network of
scientists and the tools they use would be adaptive in the sense that the
capacity for surveillance and intervention would evolve along with ad-
vances in technology. Such intervention could take the form of informal
counseling of an offending scientist when the use of these tools appears
unwittingly inappropriate or reporting such activity to national authori-
ties when it appears potentially malevolent in intent. While decentralized
and adaptive solutions are potentially limited in effectiveness, they are
nonetheless of substantial interest. Their usefulness may be limited to their
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12 GLOBALIZATION, BIOSECURITY, AND THE FUTURE OF THE LIFE SCIENCES

ability to engender public opprobrium, but active steps to promote the
development of distributed, decentralized networks of scientists will at
the least heighten awareness while potentially enhancing surveillance. A
good example of such a network is the Program for Monitoring Emerging
Diseases, which hosts the ProMED-mail Web site. A similar instrument
could be useful in establishing a shared culture of awareness and respon-
sibility among life scientists. Such a distributed reporting and response
network would be directed primarily at the community of legitimate sci-
entists, its aggregate aim being to stimulate both creativity in anticipating
activity that could be malicious, and vigilance in detecting and reporting
such activity.

Recommendation 5

The committee recommends strengthening the public health infra-
structure and existing response and recovery capabilities.

The committee recognizes that all of its recommended measures,
taken together, provide no guarantee that continuing advances in the life
sciences—and the new technologies they spawn—will not be used with
the intent to cause harm. No simple or fully effective solutions exist where
there is malevolent intent, even in cases where only minimal resources are
available to individuals, groups, or states. Thus, its recommendations rec-
ognize a critical need to strengthen the public health infrastructure and
the nation’s existing response and recovery capabilities. In keeping with
the focus of this report, the committee urges that the insights and poten-
tial benefits gained through advances in the life sciences and related tech-
nologies be fully utilized in the development of new public health de-
fenses. Although many of the concepts and suggestions embodied in these
recommendations were articulated in the 2002 National Research Council
report, Making the Nation Safer: The Role of Science and Technology in Coun-
tering Terrorism (“Intelligence, Detection, Surveillance, and Diagnosis,”
Chapter 3, pp. 69-79), they remain as relevant and needed today as they
were then.

An effective civil defense program will require a well-coordinated
public health response, and this can only occur if there is strong integra-
tion of well-funded, well-staffed, and well-educated local, state, and fed-
eral public health authorities. Despite substantial efforts since September
11, 2001, few if any experts believe that the United States has achieved
even a minimal level of success in accomplishing this goal, which is as
important for responses to naturally-emerging threats, such as pandemic
influenza, as for a deliberate biological attack. Current efforts to accom-
plish these aims have been woefully ineffective and have not provided
the nation with the infrastructure it needs to deal rapidly, effectively, and
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in a clearly coordinated manner when faced with a catastrophic event
such as an overwhelming tropical cyclone, a rapidly spreading pandemic,
or a large-scale bioterrorism attack. These efforts need to be enhanced and
expanded.

Early and specific diagnosis, even prior to the onset of typical signs
and symptoms, should be the goal of research and development efforts.
While it is reasonable to hope that improved diagnostic tests will be de-
veloped as a result of current federal biodefense research efforts, it is not
clear that adequate attention, prioritization, or investment have been de-
voted to this important area or that all of the potentially useful approaches
(e.g., comprehensive monitoring of host-associated molecular biological
markers) have been adequately explored. There is a similar need for early
recognition and diagnosis of animal and plant diseases. Equally impor-
tant is the development of broadly active vaccines or biological response
modifiers capable of providing protection against large classes of agents.
To date, well-established companies in the pharmaceutical and vaccine
industries have had little financial incentive to develop new vaccines or
therapeutics for biological threat agents for which the market is extremely
uncertain and dependent ultimately on government procurement deci-
sions. Continued efforts must be taken to address this failure of the mar-
ket to produce the countermeasures needed.

CONCLUSION

Because its members believe that continuing advances in the life sci-
ences and related technologies are essential to countering the future threat
of bioterrorism, the committee’s recommendations affirm policies and
practices that promote the free and open exchange of information in the
life sciences. The committee also affirms the need to adopt a broader per-
spective on the nature of the threat spectrum and to strengthen the scien-
tific and technical expertise available to the security communities so that
they are better equipped to anticipate and manage a diverse array of novel
threats. Given the global dispersion of life sciences knowledge and tech-
nological expertise, the committee recognizes the international dimen-
sions of these issues and makes recommendations that call for the global
community of life scientists to adopt a common culture of awareness and
a shared sense of responsibility, including specific actions that would pro-
mote such a culture.

It remains unclear how the country’s response to a future biological
attack will be managed. How will the responses of many different federal
departments (e.g., Departments of Homeland Security, Health and Hu-
man Services, Justice, and Defense and the myriad agencies within them)
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be effectively integrated, and who will control operations and ensure they
are adequately interfaced with local and state governments and public
health agencies? Although well beyond the scope of the committee’s
charge, the development of an effective means of integrating the responses
by multiple government agencies would provide the nation with perhaps
the most necessary of “tools” with which to meet any future challenge.
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Executive Summary 
In December 2004 the Weapons of Mass Destruction Commission (WMDC) published the study, Enhancing 

BWC Implementation: A Modular Approach, which was prepared by the Verification Research, Training and 

Information Centre (VERTIC). In the study VERTIC identifies a range of mechanisms that could improve the 

implementation of the 1972 Biological Weapons Convention (BWC). 

 This new VERTIC study updates the 2004 WMDC study and assesses the possible mandates for, and the 

responsibilities and requirements of, the modular mechanisms that have been identified to strengthen the 

biological weapons regime.  

 VERTIC proposes states parties adopt a modular approach to strengthening the convention. Seven modular 

mechanisms are proposed: 

1. The establishment of a national authority and contact points in each state party for implementation of the 

convention; 

2. The continuation of the BWC staff arrangement under the United Nations Department for Disarmament 

Affairs (UNDDA) and a modest expansion in its functions and responsibilities; 

3. The establishment of convention implementation advisers to co-ordinate advice and assistance to states parties 

across all articles of the BWC; 



4. The creation of a scientific and technical advisers’ network (STAN) to consider, review and communicate to 

states parties practical ways of addressing any issues arising from scientific and technological developments 

that effect the convention and its implementation; 

5. The creation of a legal advisers’ network (LAN) to help all states parties to improve their national laws to 

implement the convention; 

6. The creation of a confidence-building measures (CBMs) unit to increase the number of returns from states 

parties and to improve the quality of the information in the CBMs; and 

7. The establishment of a group of experts to consider the issues related to investigations and inspections under the 

BWC. 

 VERTIC believes the weaknesses in the implementation of the convention are well known to all states parties. 

Addressing those weakness, and strengthening implementation of the BWC, is now of critical importance not 

just to the states parties but to all humanity. States parties are agreed that the use of microbial or other biological 

agents or toxins in any way and under any circumstances that is not consistent with prophylactic, protective or 

other peaceful purposes is banned under Article I. Moreover, the treaty states that the use of biological or toxin 

weapons would be repugnant to the conscience of mankind and that no effort should be spared to minimize this 

risk (preamble). 

 As scientific and technological developments expand across a wide range of fields, there is ever greater potential 

for states, terrorist groups or individuals to abuse peaceful scientific advances for nefarious purposes. These 

capabilities are spreading globally and at an ever increasing pace. The scope of the convention under its General 

Purpose Criterion (GPC) in Article I is sufficient to cover all these developments. The convention is not, 

however, a living organism with its own immune system, able to adapt to new risks and threats. It is a living 

treaty that requires its states parties to act on its behalf to ensure that prohibitions are maintained and the 

obligations undertaken are implemented. 

 VERTIC maintains that a legally binding additional agreement to the BWC is necessary to provide a 

comprehensive verification, compliance and implementation framework for the convention in the twenty-first 

century. Reaching such an agreement is not, however, politically feasible at this time. It is now time for everyone 

to embrace a different course of action in order to strengthen the convention. 

 States parties cannot afford the luxury of believing they have a few more years to address the threats posed to 

the convention. Nor can they maintain the pretence of believing that their failure to reach agreement in 2001 on the 

verification protocol was the fault of a single state party, and can, or will, be rectified when political conditions 

change. All states parties had a hand in the failure of the verification protocol. Every state party must now 

commit itself to a new strategy to strengthen the convention and put previous disagreements behind them. 

 Effective implementation of the convention is required to prevent the use of biological weapons, to prevent 

any state party from developing, producing or stockpiling such weapons, and to prevent the proliferation of these 



weapons to any actor. Implementation of the convention is a national responsibility and every state party should 

recommit itself to achieving effective implementation of all obligations under the convention in 2006. 

 The modular mechanisms designed by VERTIC are intended to assist implementation nationally, regionally and 

internationally. The approach suggested by VERTIC is pragmatic: the proposals in this report each stand alone 

on their own merits. Of the seven modular mechanisms proposed for adoption, any one of them would strengthen 

the convention. Each of them can stand alone and make an effective contribution to the efforts of states parties to 

achieve biological disarmament. Together, they offer synergistic benefits and interconnections that would be of 

even greater benefit. States parties are therefore encouraged to examine each modular mechanism on its own, but 

also to look for connections between the proposals. Small connections between them and the acceptance of 

synergies across the modular mechanisms will reap much larger rewards for implementation of the convention.  

National authorities 
The BWC is now almost alone in neither having recognized national entities or contact points in states parties, nor 

possessing any kind of agreed secretariat or implementation support to facilitate states parties in the imple-

mentation of the convention. The principal objective of any national authority would be to take responsibility for 

the implementation of the convention in the state party. Given the dual-use nature of the materials, equipment 

and technology required for the development of biological weapons, that would include liaison with industry and 

civil society, as much as with government departments and agencies. The suggested functions of a national 

authority include: 

• promoting the activities required to ensure national compliance; 

• ensuring transparency in national implementation; 

• liaising with other national authorities and international organizations that work on BW-related issues;  

• providing information to assist states parties to comply with all their BWC obligations; and 

• providing contact details of individuals or ministries in states parties that can provide technical assistance or 

advice. 

 The rationale for a national authority is that it helps states parties to comply with their obligations under the 

BWC. That is why the 1993 Chemical Weapons Convention (CWC) requires the establishment of a national 

authority and why under the BWC protocol a similar requirement for a national authority was uncontroversial.  

 Establishing a network of national authorities would share the burden of any assistance programme and permit 

national authorities to refer to specific experts on particular subjects. A network of national contact points de 

facto already exists among certain states parties; whether it is through the European Union’s BWC e-task force 

developing thinking among its 25 member states for the Sixth Review Conference, the contacts Australia and 

Indonesia have developed in the Asia-Pacific region in the course of their regional seminars in 2004 and 2005, or 



the contacts between like-minded states, desk officers responsible for the BWC are well known to each other. 

Developing a central list of these contact points via the website created by BWC staff is simply an exercise in 

greater transparency.  

 The national authorities’ network will be able to share information, develop and promote good practice, act as 

a low-key form of consultation and co-operation between states parties, and liaise with other international 

organizations and bodies. As envisaged in the 2004 report, in the absence of an international verification 

organization, a national authorities’ network will provide much needed mutual support and assistance to states 

parties. It also requires minimal effort from states parties to develop in 2006 and could be established without 

taking on additional financial burdens. 

BWC staff 
The states parties to the BWC rely on the activities of the three Depositary governments—Russia, the UK and 

the US—and the continued willingness and ability of the United Nations Secretary-General to carry out 

important activities that support the operation of the convention on their behalf. Recognizing that certain terms for 

describing treaty support mechanisms may be misconstrued or have political overtones for some states parties in 

the BWC context, this report uses the term BWC staff to refer to the current and future (proposed) arrangements 

to provide institutional support to the convention. This term is used because it reflects current practice: the BWC 

staff employed under the rubric of the UNDDA have been in place for at least three years. This arrangement 

should be continued and expanded by states parties in 2006. Building on the recommendations made by 

VERTIC in the 2004 WMDC study, the functions of the BWC staff will be administrative and facilitative. 

Administering and facilitating the decisions of the states parties, however, is insufficient on its own. National and 

international contact points are the prerequisite for more effective implementation of the convention.  

 Under its administrative role the following functions can be envisaged: 

• providing support for all meetings in the BWC framework; 

• liaising with and facilitating the work of the Depositaries; 

• handling the collection, collation and distribution of CBM declarations; 

• following up decisions by states parties made at meetings of states parties; 

• maintaining the UN BWC website; and 

• implementing other tasks assigned by states parties. 

Under its facilitation role the BWC staff might undertake the following functions: 

• acting as a contact point for all states parties on BWC issues; 

• acting as a contact point for signatory states and other states on BWC issues and, if requested, providing 

information on accession and ratification issues and liaising with the Depositaries;  



• liaising with other intergovernmental organizations and bodies such as the Food and Agriculture Organization 

(FAO), Interpol, the Office of the UN Secretary-General, the Organisation for the Prohibition of Chemical Weapons 

(OPCW), the UN 1540 Committee, the UN Counter-Terrorism Committee (UNCTC), the World Health 

Organization (WHO), the World Organization for Animal Health (OIE), and other appropriate bodies; 

• maintaining a website and links to states with useful information;  

• facilitating a virtual convention implementation advisers’ network to promote the convention and its 

implementation, including efforts to achieve universality; 

• representing the interests of states parties collectively in day-to-day relations with the UN and other bodies; and 

• facilitating the provision of simple technical assistance to states that are having difficulty implementing treaty 

provisions, such as the CBMs, or matching states parties willing to provide assistance with those that require it. 

 The current arrangement with regard to BWC staff has proved an asset to states parties. The financial cost of 

existing BWC staff is known and has not been a heavy burden on states parties. Any extra BWC staff established 

to support the work between the sixth and seventh review conferences could evolve from existing arrangements. 

This has the advantage of simplicity and, not unimportantly, familiarity for states parties. 

Convention implementation advisers 
There is a need for a body to co-ordinate the implementation advice and assistance provided to all states parties, to 

assist them to implement their various treaty obligations, by a range of actors including other states parties and 

international and regional organizations. Such assistance goes beyond legal assistance on national 

implementation to include such areas as customs and law enforcement, the safety and security of pathogens, 

some forms of biodefence (compatible with nonproliferation objectives) and consequence management advice 

and assistance in the case of a BW attack. There are existing models for discrete teams acting on specific topics 

in both the OPCW and the International Atomic Energy Agency (IAEA) that offer advice to states parties through 

various offices and bodies as well as in agreed action plans and through the transmission of information to all 

states parties. The convention implementation advisers would: 

• Co-ordinate offers and requests for assistance across all sections of the BWC, including specific advice on 

legal, science and technology issues and confidence-building measures through the LAN, STAN and the CBM 

unit. Possible sub-teams on the destruction of agents and toxins (for acceding states parties), redirection 

assistance for former weapons scientists, biosecurity issues, preparation and training for consequence 

management in the event of biological weapons (BW) use, emergency assistance co-ordination, legal issues 

relating to investigation of biological and toxin weapons use, and peaceful co-operation issues such as bio-

safety, Good Manufacturing Practice and Good Laboratory Practice could also be considered, as well as other 

areas states parties might identify; 



• Link activities with other advisers in relevant organizations such as the 1992 Convention on Biological Diversity 

(CBD), the FAO, Interpol, the OIE, the OPCW, the UN 1540 Committee, the UNCTC, the WHO, and others; 

• Address any concerns about terrorism and potential use of biological or toxin weapons by non-state actors 

through a specific advisory team on issues related to BW terrorism; 

• Address all issues of relevance across the convention to promote compliance with all obligations at the 

operational level; and 

• Use the existing BWC staff website to develop specific sections or pages on implementation advice on all 

aspects of the BWC.  

 A network of implementation advisers will take time to develop. The network will therefore have to start from 

small beginnings, develop based on actual requests for information or advice from states parties, and expand 

once it has proved its worth. The network would be based on advisers from states parties—or those that may be 

appointed by states parties for specific periods of time or tasks, thus it would be a small, non-permanent and 

‘virtual’ body.  

A scientific and technical advisers’ network 
The rapid developments in the life sciences are well documented. The need to ensure that the scope of the 

convention is sufficient to cover all scientific developments is also well known. It is one thing for states parties 

to determine once every five years that the convention is sufficiently comprehensive to cover all developments in 

the biological and other sciences, and quite another to communicate to states parties how various risks posed by 

peaceful scientific development should—and must—be addressed in national regulations, administrative 

undertakings, or new legislation as required. 

 The scope of the envisaged science and technology advisers’ network would not be limited to Article I of the 

BWC. The STAN could play an important role in communicating scientific and technical issues across a range 

of articles, including Articles VI and VII with respect to detection technologies and the work of other 

organizations. It functions would include: 

• Reviewing scientific and technical developments of relevance to the convention and all its articles; 

• Acting as a forum to bring together scientific and technical advisers from states parties; 

• Collating information of relevance to states parties on scientific and technical developments and making it 

available to all states parties through a science and technology database or other information clearing-house 

mechanism; 

• Reviewing reports or agreements by other organizations on scientific and technological issues and bringing 

them to the attention of all states parties;  

• Facilitating the delivery of advice, information and assistance on how to address scientific developments that 

may pose a risk to the convention; and 



• Bringing together scientific and technical advisers from states parties at international, regional, or other levels 

to give their views on how scientific and technological developments may pose a risk to or benefit the 

convention and its states parties. 

 Membership of the STAN would not be fixed. Nor would the STAN exist solely as a tangible body that 

convenes a certain number of times between review conferences. As a network, rather than an organization or 

panel, the STAN offers much greater flexibility. States parties could nominate their scientific and technical 

advisers, or offer a contact point for such advisers, to the BWC staff in Geneva. Through the existing website of 

the BWC run from Geneva the STAN could act as a repository for information on scientific issues of relevance 

to the convention. If a member of the BWC staff was a scientist, that individual could facilitate the work of the 

STAN. Its members could convene separately on the margins of meetings of states parties or sub-sets of 

members might meet at the regional level as appropriate. 

A legal advisers’ network 
The obligations under Article IV of the convention are clear: each state party must ‘take any necessary measures 

to prohibit and prevent the development, production, stockpiling, acquisition or retention of the agents, toxins, 

weapons, equipment and means of delivery specified in Article I of the Convention, within the territory of such 

State, under its jurisdiction or under its control anywhere’. In the 2004 WMDC study, VERTIC notes that its 

previous research on national implementation revealed that many states parties lacked knowledge of their 

Article IV obligations as well as the necessary resources and expertise to comply with the article.  

 Offers of assistance were made in 2003 and subsequent years to help achieve the objective that all states 

parties should have effective national implementation measures in place. States parties, however, will have 

collectively to move beyond exhortation and limited offers of assistance. This will require states parties to 

develop a comprehensive database of legislation, regulations, and other measures in each state party in order to 

identify the baseline of national implementation across the BWC. To achieve this basic element a decision will 

be required to mandate all states parties to lodge copies of all their relevant national implementation measures in 

a central repository. VERTIC recommends that states parties establish a legal advisers’ network (LAN) to: 

• Promote the obligation to adopt appropriate implementation measures for the convention; 

• Establish a database of national implementation measures for the BWC among its states parties; 

• Review all reported and submitted national implementation measures passed to the LAN and its central 

contact point; 

• Liaise with legal officers in other international organizations working on issues related and relevant to the 

implementation of the BWC; 

• Devise, based on experience of states parties and other available data such as the report to the UN 1540 

Committee, minimum requirements for national implementation measures; 



• Establish a database of legal advisers in states parties; 

• Develop and agree a programme of work to provide assistance to any state party that so requests it, to be 

completed either bilaterally, regionally, through regional or other organizations, or through collective efforts by 

states parties; 

• Organize meetings, workshops and training programmes to permit each state party to undertake as much of 

this work as possible at the national level, in accordance with their own constitutional processes; and 

• Develop templates of national implementation for consideration by different types of states parties depending 

on their requirements. 

 The LAN would not be a panel or fixed organization. Its membership would be determined by states parties. 

Members of the LAN may organize on a regional basis, with tacit agreement to work with states parties in their 

own region as a priority. A website would act as a central information point for states parties. Members of the 

LAN could co-ordinate and discuss their activities at meetings of states parties or on the margins of other 

meetings of BWC states parties. A meeting of LAN members may be necessary, but the objective should not be 

to agree on a single model of implementation. Minimum criteria will have to be agreed but, in the light of the 

politico-legal issues, all states parties will have to do this either at the Review Conference or in a subsequent 

meeting.  

A confidence-building measures unit 
In an attempt to alleviate the lack of returns under the CBMs Canada prepared and circulated a guide to help 

states to complete the CBM forms. Thus far, there has been only a modest increase in the rate of returns. This 

national effort indicates that inertia in states parties may be a bigger problem than the administrative difficulties 

of completing the returns.  

 The functions of the CBM unit would vary in a number of categories: administrative, facilitative, review and 

assessment. The priority of the CBM unit would be to improve the administration of the existing system. The 

role of the CBM unit would encompass: ensuring each state party has the CBM forms; confirming receipt of the 

submitted information from each state party; issuing reminders to states parties that have not submitted a return by 

the due date; issuing reminders at agreed periods thereafter, for example, every month until December of the 

calendar year; collating the returns, and distributing them to states parties, including circulation electronically to 

returning states parties. 

 Its facilitating role might entail practical assistance with preparing the CBM before submission in order to 

ensure the correct information is collected for inclusion on the forms. This work would take the training 

contained in the Canadian guide one step further by facilitating assistance between states parties. To support this 

the experts in the CBM unit could maintain a website providing information on the CBMs as well as on the 



assistance available to support submissions. A further facilitating role would be translation of the CBMs into the six 

languages of the UN, or at least into one common language for all, before distribution to states parties. 

 A periodic review function carried out by experts could apprise states parties at each review conference of 

whether further decisions are necessary. The experts would make recommendations to states parties for adoption. 

This approach follows past practice—an expert group devised the modalities of the information exchange in 

1987 and a small group of experts worked at the Third Review Conference to bring back ideas to the president for 

consideration by the states parties during the review conference itself. 

 Achieving any agreement on analysis or assessment functions for the CBM unit will be difficult, but assess-

ment could be developed in a number of ways. States parties could consider the following as part of an assessment 

process: 

• States parties would agree to send their returns electronically or allow BWC staff to convert them into 

electronic documents, and for them to be entered into a database accessible to states parties. The database of 

information would only be available to those states parties that had returned a CBM for the previous calendar 

year; 

• States parties would nominate experts to serve on the CBM unit for specified periods of time. All states parties 

would receive the existing compilation of CBMs in hard copy form. All submitting states parties would receive 

copies of the information in hard copy and electronic form; 

• States parties that have submitted CBMs would be asked to provide a basic analysis of the CBMs, including 

identified basic and general information; 

• The Depositaries, the UNDDA, or the states parties would be requested to contact non-returning states parties 

and request a return in accordance with their undertakings to the BWC. 

 A CBM unit established by states parties may also draw on other public sources of information. The principal aim 

should be to engage states parties in dialogue about discrepancies between previous submissions and current 

data, anomalies between other publicly available data and that reported under the CBM, or any lack of clarity in the 

submission. Taken together these measures would enhance the transparency of the CBM process. 

A BW investigation and inspection mechanism 
The article on investigations is widely viewed as the principal compliance mechanism in the BWC. At the 

Meeting of Experts in 2004 many states parties voiced their support for updating the United Nations Secretary-

General’s mechanism for investigating alleged use of biological or toxin weapons. More recently, the adoption 

of the United Nations Counter-Terrorism strategy noted that member states ‘also encourage the Secretary-

General to update the roster of experts and laboratories, as well as the technical guidelines and procedures, 

available to him for the timely and efficient investigation of alleged use’. States parties to the BWC should 

strongly support the efforts of the Secretary-General in this task because they have no recourse to their own 



mechanism and the Security Council has never developed usable procedures for action under Article VI of the 

convention. Updating and strengthening the Secretary-General’s mechanism is one method of providing a more 

effective biological weapons-related investigation procedure in the future. While updating the Secretary-General’s 

mechanism offers some relief to the lack of mechanisms under the BWC, the authority of the Secretary-General does 

not extend to issues related to producing, developing, or stockpiling biological or toxin weapons. It is in this area 

where states parties should consider acting and developing guidelines for inspections in the future. 

 The objective of states parties should be to reach agreement on a detailed, but flexible, consultation procedure 

for issues related to compliance with the obligations under Articles I and III of the convention. This could be done 

through the establishment of an expert group or as an identified topic of a future meeting of experts or meeting 

of states parties. Any meeting should consider: 

• Expanding the agreements and additional understandings on the consultative meetings; 

• Establishing guidelines for the initiation of consultation procedures; 

• Identifying the type of information required to support any stated concern about activities relating to the 

convention; 

• Outlining in greater detail the procedures for convening a Formal Consultative Meeting; 

• Agreeing timelines for the conduct of consultations; 

• Developing provision for the use of agreed experts and/or the good offices of international organizations to 

facilitate consultation procedures; 

• Drafting the modalities for voluntary on-site assessments of facilities, sites, or laboratories; 

• The modalities for making the information available to other states parties or the United Nations Security 

Council as appropriate; 

• The lessons learned from the United Nations Special Commission (UNSCOM), the United Nations Moni-

toring, Verification and Inspection Commission (UNMOVIC), and other appropriate mechanisms; and 

• Training and national capacity building for identified experts, including liaison with the FAO, Interpol, the OIE, 

the OPCW, the WHO and rostered experts under the Secretary-General’s mechanism.  

The Review Conference and beyond 
States parties will need to continue meeting and working in a variety of forums between 2007 and 2011. The 

review conference in 2006 should be viewed as a ‘pit stop’ on the continued evolution of the convention. Where 

further work on effective implementation of the convention is required, states parties should not shy away from 

acknowledging that reality. Recognizing that work needs to be done is not a sign of the failure of the BWC: it is 

a recognition of the reality of treaty implementation. In 2006 states parties should: 

• Agree to establish national authorities to work with the BWC staff and facilitate contact between states 

parties; 



• Establish a budget for the employment of around four or five staff members under the existing BWC staff 

model; 

• Allocate to the BWC staff additional responsibilities to improve the administration of the convention and its 

meetings, and to facilitate more effective implementation of the decisions of the states parties; 

• Promote the existing BWC website with a view to developing the site as a portal for information related to all 

aspects of the BWC; 

• Agree a mandate for the creation of a number of subsidiary networks made up of experts appointed by states 

parties—for convention implementation advisers, a scientific and technical advisers’ network, a legal 

advisers’ network, a CBM unit and an expert group to consider the consultation and co-operation mechanisms 

under Article V of the convention; 

• Develop and agree a further programme of work to enhance implementation of the convention covering the 

following issues: scientific and technological developments; implementation measures and liaison with the 

UN 1540 Committee; national implementation measures, including the provision of assistance to states 

parties, and the development of agreed minimum criteria for national implementing measures; review the 

CBMs and the creation of the CBM unit; a commitment to support the investigation mechanism of the 

Secretary-General, and an express commitment to provide the Secretary-General with the contact details of 

experts required as soon as possible; detailed consideration of the support to be offered to any state party 

attacked with biological or toxin weapons, or threatened with an attack by such weapons; closer co-operation 

with the OPCW where appropriate to maximize the achievement of the objective of a total prohibition on the 

use, development, production and stockpiling of chemical and biological weapons; an express commitment for 

all states parties to the BWC to ratify or accede to the CWC no later than December 2007; a concerted effort 

for the withdrawal of all remaining reservations to the 1925 Geneva Protocol; consideration of the ways in 

which states parties can facilitate the work of the FAO, the OIE and the WHO, particularly in the establishment 

of an effective and complete global disease surveillance network; development of means to enhance states 

parties’ abilities to meet the standards for laboratory safety and security established by the WHO as well as 

other relevant guidelines, Good Manufacturing Practice and Good Laboratory Practice; the establishment of 

an action plan on universality and its implementation between 2007 and 2011, with a view to having no less 

than 185 states parties to the BWC by 2010; and agree to hold a further review conference no later than 2011. 

 These proposals may appear ambitious, but they all have their origins either in existing proposals before states 

parties or similar mechanisms that have been agreed by states parties previously or in comparable agreements.  

 In 2006 states parties are in a position to put their differences behind them and develop a new strategy to 

enhance the implementation of the convention.  
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chapter 4

Biological and toxin weapons

 Biological warfare and bioterrorism involve the deliberate cause or spread 
of disease by biological agents, used as a weapon. Such weapons have 

the potential to cause immense human harm, panic and societal disruption. 
Although governments have long understood that eliminating the threats 
posed by these weapons will require extensive international cooperation, the 
need for such cooperation is more urgent today than ever.

This urgency arises from several converging developments. One concerns 
the rapid evolution in the life sciences, with possibly unforeseen, dangerous 
consequences. Another is that the 1972 Biological and Toxin Weapons Con-
vention lacks a capacity for monitoring and verification, implementation and 
enforcement. An additional problem is that many governments have not 
adopted or fully implemented national legislation and other instruments to 
ensure fulfilment of their obligations. Yet another concern arises from the 
possible misuse or negative impact of biodefence programmes, such as their 
potential to provide cover for the illegal development or maintenance of bio-
logical weapons-related expertise. Furthermore, there is a heightened fear of 
the impact of terrorist actions, coupled with profound concern that modern 
economies may be particularly vulnerable to disruption from the deliberate 
spread of disease. 

The Commission recognizes that strengthening the prohibition embodied 
in the BTWC is a necessary, but not sufficient, requirement for dealing with 
these intractable, interrelated problems. 

In view also of the potentially rising threat posed by the acquisition and 
use by terrorists of these weapons, there is a growing need for the public to be 
better informed. People need to be aware not only of the risks, but also about 
what to do in an emergency. This will require striking a delicate balance 
between the public’s legitimate right to know and the duty to minimize the 
risk of causing collective disruption or panic. 

One problem is that most biological agents that have the potential to be 
used as weapons also exist in nature. Thus it may be difficult in the early stages 



of an outbreak to determine whether a disease has been deliberately induced 
or has occurred naturally. While the immediate priority following the  
outbreak of disease will be to respond quickly to mitigate its effects, both 
governments and the public need to know whether this is a natural occur-
rence or a man-made one for which the perpetrators must be found. 

In the 21st century, the ever-expanding global transport of goods and 
livestock, and the growth in international travel, mean that an outbreak of a 
highly contagious disease in one place could quickly spread around the 
world. Inevitably, scientific advancements in biotechnology and the wide 
spread of facilities capable of producing biological agents make it exceedingly 
difficult to pinpoint potential biological threats.

PROHIBITION OF BIOLOGICAL WEAPONS

The use of poisonous substances as weapons of war was prohibited before 
World War I. Nevertheless, poisonous gas was used extensively in that war. 
This caused such abhorrence that the international community decided to 
prohibit the use of both chemical and biological weapons in war. The Proto-
col for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other 
Gases and of Bacteriological Methods of Warfare (the Geneva Protocol) was 
signed in 1925 and entered into force in 1928 (see Box 17). The Protocol bans 
the use – but not the production, stockpiling or deployment – of such weapons. 

Many states reserved the right to retaliate in kind if attacked with the pro-
hibited weapons. Although the norm held for most of World War II, biologi-
cal weapons were used by the Japanese military in attacks and experiments 
conducted against wartime opponents. During the war, other states also 
conducted biological warfare research. After World War II, a number of bio-
logical warfare research programmes were undertaken, the largest of which 
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Biological weapons can be subdivided in several ways.  One way is to  
consider the type of agent that causes disease, such as bacteria, viruses or 
toxins.  Another is to look at the types of effects, such as a disease that can 
be transmitted between humans (contagious) or only affects those directly 
exposed to the biological agent. A third way is to look at symptoms – for example, 
some diseases might normally lead to death while others might incapacitate 
their victims or lead to changes in behaviour.

BOX 16



were conducted by the Soviet Union and the United States – the diseases that 
were made to be used as weapons included anthrax, smallpox, plague and 
tularaemia.

The Convention on the Prohibition of the Development, Production and 
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on Their 
Destruction (BTWC) was signed in 1972 and entered into force in 1975. The 
BTWC bans the development, production, stockpiling and acquisition of bio-
logical and toxin weapons and requires the destruction or conversion of such 
weapons or delivery means. The Convention embodies the principle known 
as the general purpose criterion under which all relevant activities are pro-
hibited unless they can be justified for the peaceful purposes permitted under 
the Convention, including justifications relating to types and quantities of 
materials being used for prophylactic, protective or other peaceful purposes.

The BTWC (as of April 2006) has 155 parties – fewer than either the NPT 
or the CWC. A further 16 states have signed but not ratified the Convention, 
while more than 20 states have neither signed nor ratified it (see Box 18). In 
order for the overall regime to be strengthened the parties need to promote 
universal adherence to the Convention. 

The BTWC has no provision for the formal monitoring or verification of 
compliance or implementation. Unlike the CWC, there is no central institu-
tion or verification regime for the BTWC.  

Widespread concern about how confidence in compliance with the BTWC 
could be enhanced led the BTWC parties to convene in 1991 an Ad Hoc Group 
of Governmental Experts to Identify and Examine Potential Verification 
Measures from a Scientific and Technical Standpoint (VEREX). The final report 
of VEREX, with recommendations, was presented to a Special Conference of 

THE GENEVA PROTOCOL

Protocol for the Prohibition of the Use in War of Asphyxiating Gas, and of  
Bacteriological Methods of Warfare 
Signed on 17 June 1925 and entered into force on 8 February 1928

 Prohibits the use in war of asphyxiating, poisonous or other gases, and of 
all analogous liquids, materials or devices

 Prohibits the use of bacteriological methods of warfare
 Commits the parties to exert every effort to induce other States to accede

The prohibitions ‘shall be universally accepted as a part of International 
Law, binding alike the conscience and the practice of nations’.

BOX 17
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BTWC states parties in 1994. This conference agreed to develop a legally bind-
ing instrument to strengthen the effectiveness and improve the implementation 
of the BTWC. 

Negotiations on a verification protocol began in 1995 and continued 
through 2001, when they were brought to a sudden halt by the withdrawal  
of the support of the United States. The 2001 Review Conference had to be 
suspended. By the time it reconvened in 2002 it was clear that the draft  
verification protocol, at least as negotiated, would go no further without  
support from the US. The Review Conference was able only to adopt a decision 
to hold annual expert and political meetings of states parties until the end of 
2006, when the Sixth Review Conference is to be held.

As mentioned above, a significant development was the adoption in 2004 
by the UN Security Council of Resolution 1540, which is binding on all UN 
member states. It reaffirms the need for all states to fulfil their obligations in 
relation to arms control and disarmament and to prevent proliferation in all 
its aspects of all weapons of mass destruction. The resolution requires all 
states to ‘adopt and enforce appropriate effective laws which prohibit any 
non-state actor to manufacture, acquire, possess, develop, transport, transfer 
or use nuclear, chemical or biological weapons or their means of delivery’ 
and to ‘enforce effective measures to establish domestic controls’ to prevent 
their proliferation. This in effect enhances Article IV of the BTWC, which 
calls on states parties to prohibit the acquisition of biological weapons by 
any person under their jurisdiction or control.

PROSPECTS FOR THE FUTURE

Strengthening the role of the Convention

The biological threat poses multifaceted challenges and requires multifaceted 
solutions. So far, however, there is scant agreement on how to move forward. 
Some states have abandoned any hope of strengthening international  
confidence in compliance. Some are still seeking to revive the idea of the verifi-
cation protocol. Others now want to move on and build bridges between  
collective, treaty-based mechanisms and other approaches. 

In the Commission’s view, efforts to achieve some level of multilaterally 
agreed principles and powers should be pursued, although the complexities 
of the challenge make it necessary to counter biological-weapon threats from a 
variety of angles. The international community should focus simultaneously 
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on the following types of activity, all of which contribute to the overall regime 
for control of the hostile uses of the life sciences.   
 strengthening and effective enforcement of international agreements, 

including monitoring and reporting
 increasing public health awareness combined with enhanced health and 

safety regulations, measures and resources  
 controls on transfers of material and equipment
 norm building among all those engaged in the life sciences and in society 

as a whole 
 public information 
 counter-terrorism intelligence and tools. 

Although a number of different solutions have been proposed, states have 
failed to address the complete range of possibilities in the context of the  
current series of annual meetings of the BTWC states parties. Some of the 
solutions that have been proposed are for strengthening the UN’s verification 
capacities, either directly associated with the BTWC or as part of an effort to 
build on the lessons and institutional capabilities of UNMOVIC. Others focus 
on developing codes of conduct, ethics and accounting for scientific and medi-
cal activities, strengthening the capability of health systems to discover and 
treat the spread of disease, as well as increasing worldwide awareness of the 
dangers of biological attack by means of a public information campaign.

A multifaceted approach is required – one that strengthens the multi-
lateral normative and legal prohibition regime, while linking it with other 
kinds of governmental and non-governmental, national and international 
measures. The nuclear and chemical industries cooperate actively with 
governments and have found this to be in their interest. Bioindustry can and 
should do likewise. It has much to gain in credibility and respectability by 
cooperating in preventing abuse of biotechnology, as the nuclear and chemi-
cal industries have in their respective fields. However, a key to progress 
worldwide would be for the US to commit itself actively to international 
approaches and instruments.

Despite its shortcomings – the lack of verification arrangements and per-
manent institutional support – the BTWC remains the only multilateral treaty 
with a broad consensus that provides an international standard by which 
biological activities can be judged.  

The last full review of the operation of the BTWC was in 1991. In view of 
developments since then, the parties need to carry out a full review during the 
2006 Review Conference. It is crucially important for the BTWC states par-
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ties to use the Sixth Review Conference, to be held in late 2006, to reassert 
the Convention’s role as the central component of the overall regime and 
agree on concrete measures to implement it. The Commission’s recommen-
dations aim at making maximum use of this opportunity.

WMDC RECOMMENDATION

 31 All states not yet party to the Biological and Toxin Weapons Conven-
tion should adhere to the Convention. The states parties to the Con-
vention should launch a campaign to achieve universal adherence 
by the time of the Seventh Review Conference, to be held in 2011.

National implementation

There is a need to enhance national BTWC implementation, including the 
development of national legislation and enforcement procedures. Security 
Council Resolution 1540 requires that all states shall ‘adopt and enforce 
appropriate effective laws which prohibit any non-state actor to manufac-
ture, acquire, possess, develop, transport, transfer or use nuclear, chemical 
or biological weapons or their means of delivery’ and ‘enforce effective  
measures to establish domestic controls’ to prevent their proliferation.

The effectiveness of the prohibitions of the BTWC depends on the full 
national implementation of the Convention through national legislation and 
regulations. Given the uneven level of activity and expertise among the 
BTWC states parties, interested governments should promote a network of 
designated national authorities or functional focal points. Such a network 

NON-PARTIES TO THE BTWC

States that have signed but not yet ratified:
Burundi, Central African Republic, Cote d’Ivoire, Egypt, Gabon, Guyana, 
Haiti, Liberia, Madagascar, Malawi, Myanmar, Nepal, Somalia, Syria, United 
Arab Emirates, Tanzania

Non-signatory states:
Andorra, Angola, Cameroon, Chad, Comoros, Cook Island, Djibouti, Eritrea, 
Guinea, Israel, Kazakhstan, Kiribati, Marshall Islands, Mauritius, Micronesia, 
Mozambique, Namibia, Nauru, Niue, Samoa, Trinidad and Tobago, Tuvalu, 
Zambia

BOX 18
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could coordinate implementation support and assistance. It could promote 
best-practice models for national legislation and training in the range of 
activities needed to ensure national compliance; it could share information 
to assist parties to comply with all their BTWC obligations; and it could serve 
as a clearing-house for technical assistance and advice. 

Confidence-building measures (CBMs) can play an important role. The 
second BTWC Review Conference, held in 1986, agreed that parties should 
make annual declarations on various biological weapon-related matters in 
an effort to increase transparency and build confidence. These were revised 
and expanded in 1991, at the third Review Conference. However, participa-
tion in the CBMs has never been high and has been declining. The annual 
declarations are collated by the UN Department for Disarmament Affairs 
and distributed only to parties. (They can be made in national languages, 
and are not even translated.) So far, only three countries – Australia, the UK 
and the US – have made their declarations public. Given that the data are not 
publicly reviewed, little political attention is paid to them and states there-
fore have little incentive to report. 

While CBMs increase transparency, they can in no sense be described as 
measures for monitoring or verification. However, they offer a way for states 
on their own initiative to promote and demonstrate effective implementation 
of the BTWC, thus adding to the impetus for multilateral verification. BTWC 
parties that wish to indicate their support for a multilateral verification sys-
tem for the Convention could use the CBMs to demonstrate their commit-
ment to reporting publicly the record of BTWC-relevant activities under their 
jurisdiction.

WMDC RECOMMENDATION

32 To achieve universal adoption of national legislation and regula-
tions to implement the Biological and Toxin Weapons Convention 
completely and effectively, the states parties should offer techni-
cal assistance and promote best-practice models of such legisla-
tion. As a part of the confidence-building process and to promote 
transparency and harmonization, all states parties should make 
annual biological-weapon-related national declarations and make 
them public.

118 weapons of terror



Institutional deficit

The BTWC has no standing institution to monitor and oversee compliance 
and implementation. Nor is any related monitoring institution able to per-
form the functions that the OPCW carries out for the CWC or that the IAEA 

performs for the NPT. Over the years there have been various attempts to 
address this institutional deficit. In addition to the formal negotiations in the 
1990s for a BTWC protocol, these include: the use of the compliance consulta-
tion mechanism agreed by the 1996 Review Conference (and used to address 
a 1997 allegation by Cuba against the United States); the UN Secretary- 
General’s mechanism to investigate allegations of breaches of the 1925 Geneva 
Protocol; confidence-building measures; and voluntary verification arrange-
ments, most notably the short-lived US–UK–Russia trilateral initiative to 
investigate allegations about Soviet breaches of the BTWC.

  
WMDC RECOMMENDATION 

 33 States parties to the Biological and Toxin Weapons Convention 
should enhance the investigatory powers of the UN Secretary-
General, ensuring that the Secretary-General’s office can rely 
upon a regularly up-dated roster of experts and advice from the 
World Health Organization and a specialist unit, modelled on the 
United Nations Monitoring, Verification and Inspection Commission, 
to assist in investigating unusual outbreaks of disease and allega-
tions of the use of biological weapons.  

WMDC RECOMMENDATION

 34 States parties to the Biological and Toxin Weapons Convention 
should establish a standing secretariat to handle organizational 
and administrative matters related to the treaty, such as Review 
Conferences and expert meetings.

Implementation of the Convention

States parties should also agree to consider ways and means to strengthen the 
effectiveness and improve the implementation of the BTWC by adopting a 
substantive programme of work for the five years following the 2006 Review 
Conference, starting with regular annual meetings from 2007. It is time for 
all states parties to make a fresh start and not be distracted by previous dis-
agreements.  
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As noted above, nowadays the transport of goods and relative ease of inter-
national travel mean that an outbreak of a transmissible disease in one place 
could spread quickly throughout the world. Inevitably, scientific advance-
ments in biotechnology and the widespread availability of facilities capable 
of producing biological agents make it more difficult to prevent the develop-
ment of biological weapons and complicate efforts to ensure their non- 
production and the elimination of stocks.  

The effects of biological weapons can be limited by putting in place meas-
ures for early discovery and for alerting the public quickly and effectively. In 
addition to the work of upgrading national and international public health 
systems, there needs to be a more effective system to enable containment or 
quarantine to be put into effect. Such practices made a difference in contain-
ing the SARS outbreak in 2003, but they need to be better coordinated inter-
nationally. More can also be done to exchange information and equip local 
health services with better training and resources, including vaccinations or 
other prophylactic measures.

At the same time, it must be recognized that, since biological weapons can 
be disseminated by means of air, food or water and it is not possible to pre-
dict where, when and with what a bioterrorist might strike, full protection is 
not possible to achieve. The point is to be as well prepared as possible. This 
calls for cooperation between civilian health and security-oriented authorities, 
nationally, regionally and worldwide. Such preparations will increase the 
chances of saving lives and limiting the effects of an attack, but enhanced 
education and health resources will be intrinsically valuable for individual 
countries and civil society. Raising public awareness will also help enhance 
the stigma attached to biological weapons, especially to their use by states.

Better preparedness may avert or reduce the effects of terrorist attacks. 
Therefore, there is a need to establish clear international standards for, and 
to jointly implement, the approaches that are particularly relevant for deal-
ing with non-state (i.e. terrorist) menaces – better identification, consolidat-
ing and guarding of dangerous biomaterials, facilities and knowledge, plus 
urgent international cooperation to destroy left-over and unwanted stocks, 
coupled with better controls on the export and transit of related objects. (On 
these issues see also Chapter 7 of this report.) 

In addition, all states should implement fully the new International Health 
Regulations that were adopted by the World Health Organization in May 
2005; they comprise legally binding provisions for member states on sharing 
epidemiological information about health emergencies that could have inter-
national ramifications.
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WMDC RECOMMENDATION

 35 Governments should pursue public health surveillance to ensure 
effective monitoring of unusual outbreaks of disease and develop 
practical methods of coordinating international responses to any 
major event that might involve bioweapons. They should strengthen 
cooperation between civilian health and security-oriented author-
ities, nationally, regionally and worldwide, including in the frame-
work of the new International Health Regulations of the World 
Health Organization. Governments should also review their national 
biosafety and biosecurity measures to protect health and the envi-
ronment from the release of biological and toxin materials. They 
should harmonize national biosecurity standards.

Life sciences and the role of scientists

Devising measures to strengthen individual responsibility in scientific 
research involves a delicate balance between the legitimate quest for new 
knowledge, especially in fields where advances can greatly enhance medical 
and other kinds of peaceful developments, and the dangers to society inher-
ent in certain kinds of work.

Some projects of the Cooperative Threat Reduction programme have 
been directed towards retraining weapon scientists and, where possible, 
finding ways for their skills to be used in the service of non-proliferation and 
security. 

In addition to transfer or export controls and supply-side restrictions on 
some activities or materials, which may also be necessary, there is a need for 
all countries and competent institutions to provide bioweapon awareness 
training for biologists and biotechnologists working in the public and private 
sectors. Specifically, two kinds of normative approach should be actively 
considered, separately or combined – a code of ethics and a code of conduct 
(this matter is currently examined in separate processes in the United Nations 
Educational, Scientific and Cultural Organization, UNESCO, and the Inter-
national Committee of the Red Cross, ICRC). A code of ethics may be thought 
of as a short, generic, scientific Hippocratic oath whereby those engaged in 
the life sciences (on entry to higher-education science courses or on graduat-
ing) pledge to use science only for the benefit of humanity. Codes of conduct 
or codes of practice, in contrast, are envisaged more as a professional guide 
to good practice that would be part of science education from secondary 
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school to university and professional training, to raise awareness of the moral 
issues as well as instilling good practices for maintaining the security of 
materials, facilities and sensitive technologies. (On these issues see also 
Chapter 7 of this report.)  

In 2003, the focus of the inter-sessional BTWC meetings was on the adop-
tion of national implementation measures, including the enactment of penal 
legislation, and on the establishment and effective implementation of national 
mechanisms to maintain the security and oversight of pathogenic organisms 
and toxins.  The 2004 meetings focused on enhancing international capabil-
ities for responding to, investigating and mitigating suspected or actual 
BTWC threats or attacks. They also emphasized the need to strengthen and 
broaden national and international institutional efforts and mechanisms for 
surveillance, detection, diagnosis and the combating of infectious diseases 
that affect humans, animals or plants. They emphasized the importance of 
early detection and immediate and effective response, and they encouraged 
further cooperation between national institutions and emergency services 
and international organizations, such as the World Health Organization 
(WHO), the World Organisation for Animal Health (OIE) and the UN Food 
and Agriculture Organization (FAO). The 2005 meetings discussed the con-
tent, promulgation and adoption of codes of conduct for scientists.

The Sixth Review Conference, to be held later this year, is to assess the 
result of this work programme and decide on further action. 

Potential problems may emanate from rapid developments in the life  
sciences, including new understandings of genes and proteins that could 
eventually outpace national and international efforts to prevent, control or 
manage the hostile uses of biology. In recent years, materials and technolo-
gies have become accessible to many more researchers and technicians 
through the pharmaceutical and biotechnology industries. In addition, there 
is the possibility that terrorists could recruit highly skilled scientists. This 
assessment has to be qualified, however: while it could be within the reach of 
a group of skilled biologists to concoct a lethal biological agent, it requires a 
different set of skills, expertise and equipment to weaponize it and to target 
and deliver it over a large population. There is little evidence that terrorist 
groups presently are capable of doing this.
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WMDC RECOMMENDATION

 36 At the Sixth Review Conference, in 2006, the states parties to the 
Biological and Toxin Weapons Convention should reaffirm common 
understandings reached at previous review conferences and take 
action on all subjects addressed at Convention meetings since 
2003. They should also establish a work programme on additional 
topics for future meetings. States parties should ensure more  
frequent reassessment of the implications of scientific and tech-
nological developments and reaffirm that all undertakings under 
Article I of the Biological and Toxin Weapons Convention apply to 
such developments. This Review Conference should reaffirm that 
all developments in the life sciences fall within the scope of the 
Convention and that all developments in the life sciences for  
hostile purposes are prohibited by the Convention.
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